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Abstract

This Hybrid CoE Research Report provides a thorough analysis of hybrid
threats to elections, with a specific focus on physical attacks, disinfor-
mation campaigns, and cyberattacks that pose a threat to the integrity

of democratic processes. The report examines past incidents, categorizes
different types of threats and actors, and assesses future risks. It recom-
mends updating legislation to address emerging threats, assessing and
mitigating weaknesses in election infrastructure, actively engaging media
and politicians to counter disinformation, and establishing robust collabo-
ration networks for rapid threat detection and response. These measures
protect electoral integrity and bolster public confidence in democratic
processes. The report duly underscores the urgency of implementing these
robust defence strategies to safeguard the democratic process against
evolving multifaceted threats.
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1. Introduction

In recent years, efforts to undermine democratic
elections have intensified, involving both foreign
and domestic entities. These malicious activities
encompass a wide range of tactics, including
cyberattacks, online disinformation campaigns,
and even physical assaults, all aimed at manipu-
lating and destabilizing the democratic process.

Before the 2019 European elections, the Euro-
pean Commission highlighted the importance of
protecting democratic systems within the Euro-
pean Union, and classified attacks on electoral
systems as hybrid threats that must be con-
fronted. The Commission acknowledged the rise
of extensive online disinformation campaigns,
sometimes orchestrated by foreign entities
with the intent to undermine and delegitimize
elections, and advocated for the EU to utilize all
available measures to safeguard its democratic
processes against manipulation.’

Since 2019, the threats against elections have
increased due to the deteriorating security situa-
tion in Europe since the illegal Russian full-scale
invasion of Ukraine, and the rise in domestic
election interference. During the past few years,
numerous attacks on democratic elections have
been recorded.? A recent US intelligence report,
shared with over 100 countries, highlights Rus-
sia's efforts and intent to undermine trust in the
democratic process worldwide using spies, hack-
ers, social media, and state-run media.?

Apart from foreign election interference,
there has also been a surge in domestic threats

N oo bW -

to elections. According to cybersecurity and law
enforcement officials, disinformation campaigns
and threats to poll workers from domestic
sources have emerged as a significant concern.
Since the 2020 US presidential election, there
have been numerous reports of poll workers
being threatened, harassed, or assaulted.*
The Election Integrity Partnership noted that
domestic actors had spread the bulk of disin-
formation about the US 2020 election, aimed at
undermining public confidence in elections.®

According to the Digital Media Observatory,
false narratives about voter fraud, foreign influ-
ence, and unfair practices were disturbingly
prevalent during at least 11 European elections
in 2023. These narratives primarily revolved
around the allegations of voter fraud or alleged
unfair practices, which likely aimed to invalidate
the election results and delegitimize democrati-
cally elected representatives.®

As the 2024 European elections approach,
threats to democratic integrity underscore the
urgent need for decisive, comprehensive strat-
egies to enhance the security of European elec-
toral integrity and democratic debates. In 2023,
the European Parliament stressed the impor-
tance of enhancing the protection of European
elections and urged electoral management bod-
ies to prioritize risk mitigation and strengthen
their resistance in the face of increasingly com-
plex election threats.” Strengthening the EU’s
defences against interference is crucial to

European Commission, “Securing Free and Fair European Elections.”

Insikt Group, “Aggressive Malign Influence Threatens to Shape US 2024 Elections.”

Landay and Lewis, “US Intelligence Report Alleging Russia Election Interference Shared with 100 Countries.”
Siddiqui and Bing, “U.S. Security Officials Worry about Homegrown Election Threats.”

Stanford Internet Observatory et al,, “The Long Fuse: Misinformation and the 2020 Election.”

Panizio, "Disinformation Narratives during the 2023 Elections in Europe.”

European Parliament, “European Parliament Resolution of 1 June 2023 on Foreign Interference in All

Democratic Processes in the European Union, Including Disinformation (2022/2075(IND))."



maintaining public trust in elections and ensur-
ing the legitimacy of electoral outcomes.

1.1 Aim and purpose of the report

This report aims to present a thorough analysis
of the hybrid threats that may pose a risk to
upcoming elections. It is designed to provide
election officials with a detailed understanding
of the potential threats that may arise during
the elections and assist them in developing a
strong framework to counter such threats.

To this end, the report examines hybrid
threats against elections in Western countries
(from 2016 to 2023) and analyzes the tactics
and strategies employed by responsible actors.
In addition, the report provides a framework for
countering hybrid threats towards elections,
which includes a range of measures such as
improved cybersecurity, enhanced cooperation
and coordination, and the development of effec-
tive response protocols to mitigate the impact
of threats.

Finally, the report offers general advice that
can be used to strengthen European resilience
against hybrid threats to elections. This advice

aims to improve election security and prevent
the manipulation of the democratic process,
thus ensuring that upcoming elections are free,
fair, and transparent.

2.2 Method, material and limitations

The report offers a comprehensive analysis of
election security based on desk research sup-
ported by discussions with election security
practitioners, as well as the author's first-hand
experience managing Sweden'’s national elec-
tion protection efforts for the 2018 and 2022
national elections.

The author’s practical involvement in over-
seeing Sweden's election security during two
national elections serves as guidance and as a
reference point for understanding and improv-
ing election security. However, it is essential to
note that the Swedish experience is unique to its
electoral system'’s specific conditions and char-
acteristics. Therefore, not all findings and con-
clusions drawn from the Swedish context may
directly apply to other countries with different
electoral systems and conditions.
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2. Hybrid threats to elections

Hybrid threats in the context of elections

are diverse and sophisticated, encompassing
cyberattacks on election infrastructure, dis-
information campaigns, and physical attacks
that seek to disrupt the electoral process. This
section is dedicated to dissecting these threats,
understanding their sources, and exploring their
diverse forms.

Through a literature review, the section
examines instances of hybrid threats to the con-
duct of elections. The goal is to describe how
these threats have manifested during previous
elections and to outline a generic threat assess-
ment for the European elections in 2024.

2.1 Types of hybrid threats to elections

Threats to elections can be broadly categorized
into three areas: threats to the conduct of elec-
tions, threats to trust in the conduct of elec-
tions, and threats to the will and ability to vote.?

Threats to the conduct of elections seek
to interfere with the proper functioning of
elections by threatening or harming election
officials, or sabotaging or manipulating the elec-
toral process.

Threats to trust in the conduct of elections
aim to undermine trust in elections by spreading
disinformation, or physically targeting the pro-
cess to create vulnerabilities that can be lever-
aged for information influence purposes.

Threats to the will and ability to vote target
voters in an attempt to influence their intention
to vote, as well as by undermining their ability to
vote correctly, thereby disenfranchising groups
of voters.

Threats can be carried out through physical
attacks, cyberattacks, or information influence

activities - individually or in combination. Often,
a combination of all these types of threats is
used, such as cyberattacks that create a vul-
nerability that antagonists exploit for malicious
influence activities targeting the credibility of
elections, ultimately leading to threats and vio-
lence against election officials and the physical
conduct of the elections.

This report classifies attacks on elections that
were reported between 2016 and 2023 into five
different types, which include:

attacks on election officials,
. attacks on election infrastructure,
. attacks on the election results,
. cyberattacks, and

g M N =

. information influence activities.

This classification helps better identify the
attack vector, even if the purpose of the attacks
could fall within any of the three attack catego-
ries mentioned above.

2.2 Reported attacks on elections
2016-2023

This section provides an overview of nota-

ble attacks on elections from 2016 to 2023.
Although the review is not exhaustive, it empha-
sizes significant attacks that exemplify the
strategies and attack vectors employed. The
focus is on illustrating the diversity of attacks
and their implications for electoral processes.
By describing critical incidents, the section aims
to shed light on the evolving nature of election-
related threats and the multifaceted challenges
they present to maintaining the integrity of
democratic systems.

8 Bay et al., "Hot mot svenska allmanna val - Exempel och scenarier for valadministrationen”; Bay, Fjallhed,

and Pamment, “A Swedish Perspective on Foreign Election Interference.”



2.2 Attacks against election officials

A study by International IDEA has illuminated
alarming trends facing electoral officials glob-
ally. According to the study aggregating data
from 21 countries, election officials are increas-
ingly targeted with disinformation and various
forms of aggression. The IDEA study further
shows that these attacks are strategic and
aimed at undermining the credibility of dem-
ocratic processes and the autonomy of insti-
tutions such as electoral management bodies®
(EMBSs). The study also highlights the specific
vulnerability of women to gender-based dis-
information, a tactic that often evades online
moderation and fact-checking.® International
IDEA's research underscores that beyond dam-
aging individuals, these tactics are part of a
broader strategy to undermine democracy.

A Reuters investigative series titled “Cam-
paign of Fear” highlights a worrying pattern of
intimidation and threats against US election
officials, primarily driven by baseless election
fraud claims. These officials, from poll workers
to high-ranking state officers, have faced a
barrage of threats, including physical violence,
torture, and death, with some leading to drastic
personal safety measures like going into hiding.
The series also underscores the media’s signifi-
cant role in amplifying these unfounded claims,

contributing to the surge in threats against
these workers."

A Brennan Center survey found that one in six
US election officials have personally experienced
threats, with a notable number leaving their
jobs due to safety concerns.” The FBI warned
in October 2022 of unusual levels of threats to
election workers. These threats have included
racist, gendered harassment, and death threats,
prompting some election officials to hire per-
sonal security or flee their homes.® A Swedish
Defence Research Agency study reported similar
threats in various countries. These include voter
aggression, racism, and harassment against
election workers in different settings, including
polling stations and online environments. The
study also detailed threats against election
officials, harassment, violence, and racist behav-
iour, emphasizing the growing global challenge
of maintaining election integrity amid such
threats.™

2.2.2 Attacks on election infrastructure
Threats to physical election infrastructure
worldwide, from subtle disruptions to bomb
threats and direct attacks, have become a crit-
ical concern for electoral integrity and safety.
The US Capitol attack on 6 January, 2021, and
the unrest in Brazil's capital on 8 January, 2023,

9 An EMB is an organization or body that is legally responsible for managing all or parts of the conduct of
elections in a country. EMBs are often referred to as an Election Commission, Election Authority, Election
Agency, Department of Elections, Electoral Council, Election Unit or Electoral Board. A country can have
several EMBs responsible for different electoral processes, e.g., at the regional and local level.

10 Bicu and Hyowon, "Between Sexual Objectification and Death Threats”; International IDEA and Bicu,

"The Information Environment Around Elections.”
11 Reuters, "Campaign of Fear””

12 Brennan Center for Justice, “Poll of Election Officials Shows High Turnover Amid Safety Threats and Political

Interference.”

13 U.S. Department of Justice, "Office of Public Affairs | Readout of Election Threats Task Force Briefing with
Election Officials and Workers | United States Department of Justice.”
14 Bay et al,, "Hot mot svenska allmanna val - Exempel och scenarier for valadministrationen.”
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are stark examples of political unrest escalating
into assaults on democratic institutions. These
events, fuelled by misinformation and distrust
in electoral systems, symbolize the erosion of
trust in the electoral process and the dangerous
impact of disinformation.”

In Sweden, during the general election in
2022, disinformation surrounding mobile poll-
ing stations likely led to an arson attack, fur-
ther highlighting the vulnerability of election
infrastructure to misinformation.” Similarly,
during the 2020 US presidential election, the
TCF Center in Detroit, a vote-counting location,
became a hotspot for unrest when angry pro-
testers incited by fraud claims disrupted the
counting process.”

Bomb threats to polling stations have also
been a concern, particularly in the US and
Poland. For instance, the state of Georgia expe-
rienced threats across ten counties during the
2020 US presidential election,”® and Poland
experienced three bomb threats during its 2023
election.” In Poland, the previous orchestration

of bomb threats by foreign intelligence services
indicates a broader strategy of destabilizing key
state institutions and sowing discord through
bomb threats during critical events.?

2.2.3 Attacks on the election results
While there have been multiple attacks on elec-
tion infrastructure in recent years and a range
of conspiracy theories regarding election fraud,”
there are very few verifiable reports of attempts
to manipulate the election results directly.
A notable exception is the #stopthecount
campaign in the United States in 2020, which
resulted in an attack on the final certification of
votes in the US Congress.? It is unclear to what
extent state-led cyberattacks on US election
infrastructure attempted to alter the election
results or undermine the electoral system and
trust in it. A US congressional report concluded
that the attacks did not impact the election
results.?

Recorded attempts to influence election
outcomes include family voting, unauthorized

15 Boadle, Funakoshi, and Wolfe, "Riots at the Brazil Capital”; Thompson, “Final Report of the Select Committee
to Investigate the January 6th Attack on the United States Capitol.”

16 Kaati and Shrestha, "Digitala diskussioner och de svenska valen 2022."

17 Hutchinson, Karson, Rubin, and Pereira, "Group Tries to Disrupt Ballot Counting at Detroit Convention Center.”

18 Dillon, “Threats of Violence on Polling Locations in 10 Georgia Counties.”

19 "Polish Police Say Three Warsaw Polling Stations Had Bomb Alerts.”

20 Alliance For Securing Democracy, “Polish Authorities Reveal That Russia’s Military Intelligence Service Was

behind Bomb Threats against Polish Schools.”

21 Eggers, Garro, and Grimmer, “No Evidence for Systematic Voter Fraud”; Cohen, "6 Conspiracy Theories about
the 2020 Election — Debunked,” CBS News; Qiu, “Fact-Checking the Breadth of Trump’s Election Lies"; Ohio
State University, "Major Pending Election Cases | Case Tracker.”

22 Bay et al., "Hot mot svenska allmanna val - Exempel och scenarier for valadministrationen”; Reuters Fact
Check, “"Re-Examining How and Why Voter Fraud Is Exceedingly Rare in the U.S. Ahead of the 2022 Midterms";
Brennan Center for Justice, “Debunking the Voter Fraud Myth.”

23 Thompson, “Final Report of the Select Committee to Investigate the January 6th Attack on the United States

Capitol”

24 Select Committee on Intelligence, “Report of the Select Committee on Intelligence United States Senate
on Russian Active Measures Campaigns and Interference in the 2016 U.S. Election. Volume 1: Russian Efforts

Against Election Infrastructure.”



assistance at polls, proxy voting fraud, imper-
sonation, coercive transportation to polling sta-
tions, and vote buying. Notably, none of these
incidents have been attributed to foreign actors.
Instead, they have been primarily organized by
individuals or politicians at the local level.

2.2.4 Cyberattacks
The threat of cyberattacks on election infra-
structure is multifaceted and stems from both
foreign and domestic sources. Foreign adver-
saries, such as Russia, have demonstrated their
ability to target and compromise election sys-
tems, as evidenced by their interference in the
2016 US presidential election. Cyberattacks may
disrupt the voting process, sow discord among
voters, or even manipulate election results.?

Russia’s interference in the 2016 US presiden-
tial election included a significant effort to tar-
get and compromise US election infrastructure
by attacking voter registration databases, voting
software and hardware suppliers, as well as local
and regional election management systems.”
In the years since the 2016 election, Russia has
continued to target US election infrastructure.
In 2021, the National Intelligence Council
issued an assessment that Russia is using a
range of measures to influence US elections,
including cyber operations to target election
infrastructure.?®

In Europe, the cybersecurity of election
infrastructure has also been a cause for concern.
In 2017, Russia targeted the French presiden-
tial election with a multi-pronged campaign of

cyberattacks, disinformation, and social media
manipulation. In 2019, hackers targeted the
Romanian National Agency for Cybersecurity to
disrupt the country’s elections. During the North
Macedonian presidential election in 2019, a ran-
somware attack disrupted the state election
committee’s website for three days, affecting
access to voter registration and email servers.
DDoS attacks have occurred against election-
related institutions in several countries, includ-
ing during Moldova's parliamentary election

in 2019, Ukraine's presidential election in 2019,
and the Swedish general elections in 2018 and
2022.%

The rising cyber threat posed by domestic
actors, including extremist groups, disgruntled
individuals, and hacktivists, is also a cause for
considerable concern. Recent incidents involving
unauthorized access to and dissemination of
voting machine data in the United States under-
score the problem. These breaches, often fuelled
by misinformation and conspiracy theories,
threaten the integrity of the voting infrastruc-
ture and erode public confidence in the electoral
process.*®

2.2.5 Information influence activities

False and misleading information targeting the

electoral process or institutions responsible for
conducting general elections is a growing con-

cern. This includes allegations of electoral fraud
and spreading false and misleading information
to undermine confidence in election processes.

25 Bay et al,, "Hot mot svenska allmanna val — Exempel och scenarier for valadministrationen.”

26 Select Committee on Intelligence, “Report of the Select Committee on Intelligence”.

27 Ibid.

28 National Intelligence Council, “Foreign Threats to the 2020 US Federal Elections.”
29 Bay et al,, "Hot mot svenska allmanna val — Exempel och scenarier for valadministrationen.”

30 AP News, "Breaches of Voting Machine Data Raise Worries for Midterms.”
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The misinformation has been spread by
both domestic and foreign actors - often in
symbiosis.

The Digital Media Observatory's Task Force
on the 2024 European Parliament Election has
reported that false narratives concerning voter
fraud, foreign influence, and unfair practices
were alarmingly widespread in at least 11 Euro-
pean countries during 2023. These false narra-
tives mainly centred around accusations of voter
fraud or alleged unfair practices, which were
likely attempts to undermine democratically
elected representatives’ legitimacy and to dis-
credit the election system. Worryingly, the use
of Al to fabricate election fraud evidence was
identified in 2023.%

Reports from the US Intelligence Services
revealed that several foreign actors had
attempted to increase public mistrust in the US
election process in 2020 and 2022.32 Pro-Kremlin
disinformation campaigns have targeted US and
European elections since at least 2014, including
the Bulgarian, Dutch, Austrian, Italian, French,
German, Catalan, Czech, Macedonian, Ukrainian,
Slovakian, and European Parliament elections,
as well as the Brexit referendum, to mention
just a few.®

Election-related disinformation can take many
forms, as exemplified by the 2018 US midterm
elections, during which voters in various states
received text messages with false information
about polling stations. In 2020, Iranian cyber

actors posed as an American right-wing organ-
ization and spread threatening messages to
voters registered with the Democratic Party. In
North Macedonia, during a referendum in 2018,
disinformation was spread on social media urg-
ing citizens to "burn their vote” to reduce voter
participation. During the 2020 US presidential
election, American voter groups were also tar-
geted with disinformation about the reliability
of mail-in voting.*

The Election Integrity Partnership has iden-
tified several key narratives in election-related
disinformation campaigns. These include false
claims of widespread voter fraud and rigged
processes, narratives aimed at voter suppression
through misinformation about polling stations
and requirements, and efforts to delegitimize
election results by alleging fraud or theft. Misin-
formation about voting procedures and security
is common, as are complex conspiracy theories
implying foreign interference or covert control.
Additionally, exaggerated or false narratives
about intimidation and safety at polling stations
are used to discourage voting and create a sense
of chaos.*®

A recent report by the Alliance for Securing
Democracy explores how Al tools could exac-
erbate vulnerabilities that malign actors may
exploit to undermine the integrity of elections.
The report assesses that the use of Al could
further fuel election subversion narratives and
attempts at election interference by enabling

31 Panizio, "Disinformation Narratives during the 2023 Elections in Europe.”

32 National Intelligence Council, “Foreign Threats to the 2020 US Federal Elections”; National Intelligence

Council, "Foreign Threat to the 2022 Elections.”

33 Kalensky, “Russian Disinformation Attacks on Elections: Lessons from Europe.”

34 Bay et al,, "Hot mot svenska allmanna val — Exempel och scenarier for valadministrationen.”

35 Stanford Internet Observatory et al., “The Long Fuse”; Election Integrity Partnership, “Election Official

Handbook.”



disinformation producers to readily fabricate
images, audio, and video at scale to support
election denialist narratives.>

2.3 Threat actors

Elections are targeted by threat actors seeking
to influence outcomes, sow discord, or under-
mine public trust in democratic institutions.
These actors range from states and state-spon-
sored entities to independent hackers, extremist
groups, and malign domestic political actors.

All of these actors can operate through
various channels, often amplifying each other.
Identifying and countering these diverse threats
requires a multifaceted and vigilant approach to
protect the integrity of elections. The following
two sections detail some known actors and their
modus operandi.

2.3.1 Foreign actors

Russia has a well-documented history of inter-
fering in elections to undermine the integrity
of democratic institutions, influence public
opinion, and create discord. It has used sophis-
ticated cyberattacks, hack-and-leak operations,
state-sponsored media and covert social media
campaigns to propagate disinformation. Russian
interference tactics have included attacks

on election infrastructure to compromise

the integrity of the electoral process, cause

confusion, and undermine public confidence in
election outcomes. Russia has also employed
tactics designed to undermine the credibility

of elections, such as spreading false narratives
about voter fraud, election rigging, and other
claims that cast doubt on the legitimacy of elec-
tion outcomes. Russian state-controlled media
outlets and covert social media operations have
disseminated disinformation to influence public
opinion and exacerbate social divisions.*

Iran has used online platforms extensively to
disseminate election-related propaganda and
disinformation. It has also used cyberattacks to
target the digital infrastructure of elections in
an attempt to undermine the integrity of the
electoral process.®

China's approach to influencing elections
has been less aggressive, with an emphasis on
shaping global narratives to favour its long-term
strategic interests. China has also leveraged its
economic influence, state-controlled media and
social media manipulation to promote narratives
favourable to its political and economic inter-
ests.®

2.3.2 Domestic actors

Local actors, such as malign domestic political
actors and individual activists, are a growing
threat to elections. Local actors use tactics sim-
ilar to foreign actors, such as disinformation and

36 Gorman and Levine, "The ASD Al Election Security Handbook.”
37 National Intelligence Council, “Foreign Threats to the 2020 US Federal Elections”; Landay and Lewis, "US Intel-
ligence Report Alleging Russia Election Interference Shared with 100 Countries”; Kalensky, “Russian Disinfor-

mation Attacks on Elections: Lessons from Europe”; Insikt Group, "Aggressive Malign Influence Threatens to

Shape US 2024 Elections.”

38 National Intelligence Council, "Foreign Threats to the 2020 US Federal Elections”; Insikt Group, "Aggressive
Malign Influence Threatens to Shape US 2024 Elections”; United States Institute for Peace, "Report: Iran Ac-

celerates Cyberattacks.”

39 National Intelligence Council, “Foreign Threat to the 2022 Elections”; Insikt Group, "Aggressive Malign Influ-
ence Threatens to Shape US 2024 Elections”; Kurlantzick, “China’s Growing Attempts to Influence U.S. Politics.”
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propaganda, to manipulate voter perceptions.*°
Social media platforms have been a primary bat-
tleground for domestic actors, who have spread
disinformation about the conduct of elections
and engaged in online harassment campaigns
targeting election officials and politicians. Voter
suppression and intimidation tactics have been
used to discourage certain voter groups from
participating in the electoral process. Such tac-
tics have involved spreading false information
about voting procedures, questioning voter
eligibility, or creating physical or psychological
barriers to voting. Recently, cyberattacks have

been used more frequently by local actors to
target the credibility of the electoral system.*
Addressing the threat posed by local actors
is challenging since their actions often fall into
legal and ethical grey areas, making it harder
to regulate and counteract them. A balanced
approach is required to protect democratic
processes while preserving free speech and
political participation. Efforts to counteract local
interference should therefore include enhancing
public awareness and implementing measures
grounded in robust legal and regulatory frame-
works.

40 Siddiqui and Bing, "U.S. Security Officials Worry about Homegrown Election Threats”; Bay et al., “"Hot mot
svenska allmanna val - Exempel och scenarier for valadministrationen”; AP News, “Breaches of Voting Machine

Data Raise Worries for Midterms”; Insikt Group, “Aggressive Malign Influence Threatens to Shape US 2024

Elections.”

41 Bay et al., "Hot mot svenska allmanna val - Exempel och scenarier for valadministrationen”; Cassidy, “Breaches

of Voting Machine Data Raise Worries for Midterms”; Insikt Group, "Aggressive Malign Influence Threatens to

Shape US 2024 Elections.”



3. Countering hybrid threats

to elections

The field of election security is constantly
evolving, with international organizations, gov-
ernments and electoral management bodies
(EMBs) worldwide working to improve election
security in response to escalating threats. How-
ever, there is still a lack of established methods,
procedures, and best practices for building
resilience and countering threats to the election
process.

This section draws on the experience of
Swedish election protection efforts,* case
studies,* available literature,** discussions with
subject matter experts, and lessons identified
during tabletop exercises organized by Hybrid
CoE. The recommendations and suggestions
presented are intended as general guidance for
governments and EMBs.

3.1 Framework for countering hybrid
threats to elections

In a discussion paper on protecting elections,
Sead Alihodzi¢ defines election protection as
"efforts to prevent, withstand or recover from
negative occurrences that may undermine the
integrity of electoral processes and results.

In that respect, the protection of elections is
considered part of a broader effort to promote
electoral integrity".*

Various strategies exist to enhance electoral
integrity. Typically, countries establish legal and
institutional frameworks, such as election laws
and independent electoral management bodies.
However, these measures may not always be
enough to protect electoral integrity as com-
plex electoral processes and antagonistic actors
make elections vulnerable to threats, risks and
crises. Therefore, the skill of governments, EMBs
and ultimately electoral administrators in man-
aging dynamic situations is crucial for the con-
duct of safe and credible elections.*

In practice, election protection is about
applying well-known methods of risk manage-
ment, resilience-building and crisis management
to elections. Risk management involves creating
procedures to identify and prevent potential
negative events that an organization may face.
Building resilience focuses on strengthening an
organization or system to sustain operations
during times of stress and shocks resulting from
the risks that do materialize. In contrast, crisis
management is mainly concerned with recov-
ering from disruptions and re-establishing nor-
malcy after a crisis.*’

According to Alihodzi¢, it is important that
election protection efforts are "led by national
organizations that are well versed in applying

42 LaForge, "Sweden Defends Its Elections against Disinformation, 2016-2018"; Bay, Fjallhed, and Pamment,
"Defending Democracies”; Valmyndigheten, “Verksamhetsskyddsanalys for allmanna val”; Valmyndigheten,
"Valsékerhet | Valcentralen”; Bay et al., “Incidenter under genomférandet av allménna val i Sverige - Valen

2018 och 2019

43 International IDEA, “Protecting Elections"”; Brattberg, “European Lessons for Tackling Election Interference”;
U.S. Election Assistance Commission, “Election Security”; Bay et al., "Hot mot svenska allmanna val - Exempel

och scenarier for valadministrationen.”
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risk management, resilience building and crisis
management methods"*¢ Lessons drawn from
Sweden'’s experience also highlight the impor-
tance of collaboration among various govern-
mental bodies, with the EMB at the forefront,
guiding, organizing, and often executing strate-
gies. Such coordination is essential for adapting
to new challenges, enhancing resilience, and
ensuring that the electoral process is robust
against disruptions.

In the current threat environment, election
protection must be a continuous process, rang-
ing from assessing the situation to updating
legislation and election procedures, and pre-
venting, responding to, and recovering from
attacks on the election process. The framework
outlined below consists of nine key action areas
for enhancing the national capability to counter
hybrid threats to elections.

3.1 Legislating

Protecting elections against hybrid threats
requires a robust and evolving legal framework,
as all governmental actions must be firmly
grounded in law. This is a continuous effort,
recognizing that the nature of threats is con-
stantly evolving, and that legislation must
adapt accordingly.*’

In Sweden, a 2020-2021 parliamentary com-
mission study on election security led to new
laws enhancing officials’ authority to man-
age polling station disruptions.*® In the US,
increasing threats against election officials have

48 |bid.

spurred legislative action. Michigan's attor-
ney general has pledged to prosecute threats
against officials, while Maine and Vermont are
increasing penalties for such threats. Washing-
ton State has passed a bill classifying harass-
ment of election workers as a felony, and at
the federal level, the proposed legislation aims
to double penalties for intimidating election
officials.”"

While establishing a legal framework is the
first critical step in securing elections against
hybrid threats, it is also an ongoing effort.

As threats evolve, so must the legislation, ensur-
ing that electoral systems remain resilient

and capable of confronting these multifaceted
challenges effectively.

3.1.2 Vulnerability assessment
There are various methods and protocols that
an organization can use to identify and assess
risks and vulnerabilities, which are often insti-
tutionalized under a government-wide policy
for risk management.>? Risk analysis involves a
detailed account of potentially adverse events,
their likelihood and impacts, and an evaluation
of whether the risk can be eliminated, reduced,
or left as is. On the other hand, vulnerability
assessments identify weaknesses in a process
and suggest ways to mitigate them.>

Risk analysis is best suited to events that
can be assessed based on likelihood and conse-
quences, such as recurring environmental risks.
Vulnerability analyses, on the other hand, are

49 Cf. Legge, "Att bemdta paverkan mot genomfdérandet av allmanna val: En studie av det rattsliga ramverket

fér atgarder som syftar till att bemdta paverkan mot genomférandet av allmanna val.”
50 2020 ars valutredning, “Sakerhet och tillgédnglighet vid val.”

51 Larsen and Ramos, "Election Worker Intimidation.”
52 Cf. Alihodzi¢, Protecting Elections.

53 Winehav and Nevhage, “FOl:s modell for risk- och sdrbarhetsanalys (FORSA)."



more appropriate for rare events that are diffi-
cult to estimate in terms of probability.>* Given
the unpredictable nature of hybrid threats to
elections, low levels of risk acceptance, and the
need to create resilient operations, vulnerability
assessments need to be a central pillar of any
election protection effort.>* However, it is not
relevant to study vulnerability in general; rather,
it is essential to link vulnerability assessments
to a specific event, threat, or risk source. There-
fore, a vulnerability assessment requires a threat
assessment to identify potential threats to the
election system.*® This assessment should be
provided to stakeholders early on to facilitate
effective assessment, planning, and response.”’
Vulnerability assessments in election secu-
rity involve identifying risks and evaluating
the weaknesses in the election infrastructure
that threat actors could exploit, encompassing
a broad range of factors from the security of
physical voting locations to the resilience of IT
systems against cyber threats. A vulnerability
assessment in election security typically entails
several key steps:®

e |dentification of critical assets: This involves
listing all critical processes and components
of the conduct of the election, such as voter
registration, ballot storage and transporta-
tion, voting, vote counting and tabulation,
result transmission, information and commu-
nication systems.

54 |bid.

Threat identification: Analyzing potential
threats to the election, including cyber
attacks, physical security breaches, insider
threats, and misinformation campaigns.
Vulnerability detection: Evaluating any
weaknesses in the election system, such as
software vulnerabilities, inadequate physical
security measures, or lack of staff training,
which could be exploited by a threat actor.
Impact analysis: Assessing the potential
impact of identified vulnerabilities being
exploited, considering factors such as the
disruption of voting, data breaches, or loss of
public trust.

Risk assessment: Combining the information
on vulnerabilities and impacts to understand
the risk level of different aspects of the
election process. Risk assessment enables
effective prioritization of mitigation efforts.
Mitigation strategies: Developing and imple-
menting strategies to mitigate identified
risks, such as enhancing cybersecurity
measures, improving physical security,

and conducting staff training sessions.
Continuous monitoring and updating:
Regularly monitoring the election infrastruc-
ture for new vulnerabilities and updating the
assessment as needed, especially in response

to emerging threats or technological changes.

This process is iterative and should be con-
ducted regularly to ensure that election security
keeps pace with evolving threats. This requires

55 Valmyndigheten, "Verksamhetsskyddsanalys for allmanna val”
56 Winehav and Nevhage, “FOl:s modell for risk- och sarbarhetsanalys (FORSA)."
57 Valmyndigheten, "Verksamhetsskyddsanalys for allmanna val”

58 Ibid.
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collaboration among various stakeholders,
including election officials, cybersecurity
experts, and law enforcement, to ensure a com-
prehensive understanding of potential vulnera-
bilities and the development of robust strate-
gies to mitigate them.

3.1.3 Strengthening resilience

Building on vulnerability assessments, enhancing
the resilience of the election system is often
required. While adjusting the legal framework
for election administration can be a lengthy and
continuous process, immediate steps can often
be taken to fortify election systems.> Resil-
ience-building measures can be categorized as
detection-oriented, prevention-oriented, and
management-oriented protective measures.°

e Detection-oriented protective measures
involve implementing surveillance systems,
conducting regular audits, and utilizing intru-
sion detection. The goal is to ensure timely
identification of any anomalies or breaches in
the election process.

e Prevention-oriented protective measures
involve physical and digital barriers to delay
or prevent attacks. Enhanced cybersecurity
protocols, firewalls, and multi-factor authen-
tication systems are implemented. Physical
measures can include secured facilities for
ballot storage and robust transportation
security for election materials.

e Management-oriented protective measures
involve a rapid and effective response to inci-
dents. Training staff in crisis management,

having a dedicated response team for cyber-
security incidents, and coordinating with law
enforcement agencies for physical security
threats are key components.

To mitigate cyber threats to elections, election
officials need to take several measures. They
must upgrade their election systems to meet
rigorous cybersecurity standards and enforce
robust cybersecurity protocols. Election officials
and staff should also receive comprehensive
cybersecurity training to effectively recognize
and mitigate potential threats.”

Additionally, ongoing training for staff in
cybersecurity, emergency protocols, and mis-
information handling is essential to prevent,
handle and mitigate the effects of any attacks.
Collaborations with supporting agencies, con-
tractors, and security experts ensure a unified
approach to election security. Regularly updat-
ing and practising emergency response and
recovery plans prepares the election system to
manage and mitigate the impact of any security
incidents effectively.®?

3.1.4 Communicating and educating

Electoral management bodies (EMBs) stand at
the forefront of combatting the effects of elec-
toral information influence activities, such as
disinformation. They are uniquely positioned to
foster a climate of trust and credibility by dis-
seminating accurate and reliable electoral infor-
mation, and building enduring relationships
with diverse stakeholders, including voters,

59 Valmyndigheten, "Verksamhetsskyddsanalys for allmanna val”

60 Ibid.

61 CISA, "Best Practices for Securing Election Systems.”

62 Valmyndigheten, "Verksamhetsskyddsanalys for allmanna val”



media personnel, political figures, and election
officials.®

Effective communication is crucial for
enhancing the resilience of the election system.
Through clear and credible messaging, EMBs
have the opportunity to build and maintain
public trust, effectively dismantling disinforma-
tion narratives and safeguarding the electoral
process against undue influence. To effectively
address the challenge of electoral disinforma-
tion and enhance the integrity of the democratic
process, recent research has identified a variety
of strategies that promote resilience and trust.s*

By prioritizing the dissemination of accurate
and reliable electoral information, EMBs can
establish a foundation of trust and credibil-
ity among a wide range of stakeholders. This
approach not only involves sharing factual
content but also cultivating lasting relation-
ships that help protect the electoral ecosys-
tem against misinformation. Such an approach
emphasizes the importance of actively engaging
with key audiences such as media, politicians,
and voters to inform them about the election
system and the protective measures.®> Well-
informed journalists and media play a critical
role in maintaining the credibility of the elec-
tion system by providing accurate, fact-based
reporting. Educating journalists about the
nuances of the election process and the security
measures enables them to discern and debunk

misinformation effectively. Informed reporting,
in turn, contributes to more resilient public
discourse, reduces the impact of disinformation
campaigns, and bolsters public trust in the
electoral process. Therefore, investing in media
literacy and providing clear, factual information
for journalists is key to safeguarding the credi-
bility of elections.®

Educated politicians also become crucial
gatekeepers in protecting election integrity.
Their accurate understanding of the election
system enhances their resilience to election-
related disinformation, and containing disin-
formation is vital to mitigate its impact. By
not amplifying false information, they reduce
its influence, maintaining the credibility and
integrity of the electoral process.*’

Additionally, EMBs should consider imple-
menting educational initiatives designed to
equip broad demographics with the skills
necessary to discern and resist disinformation
regarding the conduct of elections. Partnering
with reputable fact-checking organizations can
also enhance EMBs' ability to quickly identify
and correct electoral myths and falsehoods, duly
amplifying the availability of accurate infor-
mation and boosting public confidence in the
electoral process.®®

To effectively respond to active threats, there
is a need to develop the capacity to withstand,
assess, but also - importantly - to reassure the

63 Myndigheten for samhallsskydd och beredskap (MSB), “Att méta informationspaverkan”; Election Integrity
Partnership, "Election Official Handbook”; Arnaudo et al.,, “Combating Information Manipulation.”
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public of the election system'’s integrity through
prepared and practised incident communica-
tion.®® Moreover, it is vital to convey a strong
message that the election system is well-pro-
tected and prepared for potential threats. This
not only serves to deter antagonists by demon-
strating readiness and robust defences, but also
reassures stakeholders that there will be conse-
quences for any malicious actions.”®

Proactive communication should highlight the
continuous improvements in election security,
explain the processes to detect and mitigate
threats, and underscore the legal repercussions
of election interference. The goal should be to
create an informed electorate and a well-in-
formed set of stakeholders who can actively
contribute to the security and credibility of the
electoral process.”

3.1.5 Cooperation
Effective cooperation among various authorities
and entities is crucial to ensure the integrity of
elections. To this end, the European Commission
has recommended that member states estab-
lish national election cooperation networks.”
These networks provide a platform for electoral
authorities to collaborate with other entities
on election security matters. Such cooperation
is essential for detecting threats promptly and
enforcing rules.

The European cooperation network on elec-
tions, established in 2019, exemplifies this

approach. Representatives from member states’
authorities meet to discuss various topics crucial
for free and fair elections. The network facili-
tates practical exchanges on election security to
address potential risks and solutions for build-
ing resilient electoral and democratic systems
across the EU.”

A national election cooperation network
should involve all government entities with
a role in protecting the conduct of elections.
Election cooperation networks should ensure
joint situational awareness and a focused collab-
orative effort in protecting elections.” Lessons
learned from the Swedish Election Cooperation
Network indicate that such a network can
effectively be used to facilitate:

e Joint mapping of election infrastructure,
which involves identifying vulnerabilities
and potential threats to the system.

e Collaboratively developing strategies
to address identified risks.

e Equipping all involved actors with the
necessary tools to support election protec-
tion efforts.

e Conducting joint exercises to prepare
for various scenarios.

e Incident reporting, joint situational aware-
ness, and joint operational responses
during elections.
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Lessons identified from recent Swedish elec-
tions underline the value of these networks.
Having a government entity or an election man-
agement body lead ensures a consistent focus
over time. Additionally, the need for these net-
works extends before, during, and after
elections - to assess, prepare, identify, respond,
and recover and improve, respectively.

The cooperation should also extend to the
European level, with national networks effec-
tively interacting with the European network.
This broader collaboration enhances the overall
capacity to protect European elections against
a wide range of threats, ensuring the security
and integrity of the democratic process.

3.1.6 Exercises

Exercises are essential in ensuring the security
of elections.” They are practical tools for EMBs,
interagency collaboration, and government-
wide coordination. Such exercises are crucial in
identifying vulnerabilities, enhancing response
capabilities, and refining strategies for potential
attacks. The nature and scope of these exercises
can vary, but experience shows that full-scale
exercises are particularly effective in unearthing
real-world challenges and weaknesses within
the system.”

Exercises provide a realistic setting to assess
how well various components of the election
system work together under stress, and to iden-
tify any flaws or gaps in procedures. The primary
objective of running an exercise is to test and
evaluate the effectiveness of existing security

measures and response protocols. While any
type of exercise is beneficial, full-scale exercises
simulating a real event as closely as possible
often reveal real-world challenges and prob-
lems more effectively. These exercises should
simulate election scenarios as closely as pos-
sible, including potential threats and planned
responses.”’

Implementing red-team exercises, where a
group actively tries to exploit system vulner-
abilities, can be particularly valuable as this
approach can test the actual capabilities of the
election system to withstand and respond to
attacks, offering a realistic assessment of read-
iness.”® Setting up an effective exercise regime
involves planning, clearly defining objectives,
and developing scenarios that reflect potential
threat models such as cyberattacks, physical
security breaches, or disinformation campaigns.
Collaboration is essential in this process, neces-
sitating the involvement of various stakeholders
such as cybersecurity teams, law enforcement,
and communication experts.”

Post-exercise debriefing and analysis are as
crucial as the exercise itself. This phase involves
thoroughly reviewing the outcomes, allowing
participants to identify strengths and weak-
nesses in their response strategies. Insights
gained from these exercises should inform con-
tinuous improvements in protocols, training, and
overall security measures.®

Regularly scheduled exercises, becoming
progressively complex, ensure that EMBs and
collaborating agencies are consistently prepared

75 CNA, “Using Exercises to Identify Election Security Risks.”
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for evolving threats. Aligning these exercises
with the election cycle and changes in the
threat landscape ensures ongoing relevance

and effectiveness. By implementing a structured
exercise regimen, EMBs and government agen-
cies can improve their preparedness for real-
world challenges, enhancing the overall security
and integrity of the election process.

3.1.7 Detection

Establishing incident reporting, early warning,
and detection mechanisms is an important
component in the election security framework.
This step emphasizes the necessity for devel-
oping the capabilities and collaborative efforts
needed to identify any threats to the election
process. The ability to detect and respond to
threats promptly hinges on the efficient func-
tioning of three mechanisms. #'

Firstly, developing robust incident reporting
systems within EMBs is essential. These systems
should be designed to capture and prioritize
unusual activities or potential threats quickly.
A well-defined process for reporting incidents
ensures that anomalies can be identified and
addressed swiftly and effectively.®

Secondly, the establishment of an early
warning capability is crucial. This should be
capable of monitoring various potential threats,
from cyber-related incidents to physical security
breaches. This requires a blend of technological
tools and human expertise to analyze patterns

and signals that could indicate a potential
threat.®

Collaboration plays a significant role in
broadening the scope of threat detection.

By partnering with other agencies, including
cybersecurity firms, law enforcement, and intel-
ligence agencies, EMBs can leverage a wider
network of information and expertise. This
collaborative approach enhances the ability to
detect diverse threats impacting the election
process.8

Moreover, an independent assessment of
the information environment, particularly
regarding disinformation about election fraud,
is also important for evaluation purposes after
the election. This independent evaluation helps
to objectively describe the election process and
assess the detection mechanisms’ effectiveness,
providing valuable insights for future improve-
ments.

Monitoring needs to encompass both the
information and the physical environments. The
integration of these two aspects is essential to
respond effectively to digital threats that may
have the potential to escalate physically. Bridg-
ing the gap between digital and physical threat
response mechanisms ensures a comprehensive
approach to election security.®

3.1.8 Responses
Responding to threats necessitates a col-
laborative approach with relevant agencies,
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where an effective assessment of incidents and
coordinated responses are crucial. Respond-
ing includes responses in the physical, cyber
and information domain. This can encompass
everything from coordinating with police to
reinforce the physical protection of assets,
introducing measures to mitigate the effect of
threats and harassment of election workers, to
countering ongoing cyberattacks and issuing
statements, media advisories or conducting
investigations to counter the spread and impact
of disinformation.

Responding quickly and effectively to threats
requires a unified approach among national,
regional, and local agencies. Different agencies,
including cybersecurity, law enforcement, and
intelligence services, need to work together
to evaluate the threat level and determine the
necessary response. Operational task forces
within the framework of the election coopera-
tion networks play a significant role in ensuring
a well-rounded and informed response. These
task forces facilitate information sharing and
resource allocation, enhancing the capacity to
address emerging threats.?¢

The response mechanism also relies heav-
ily on the ability of agencies to support one
another. Given the magnitude of potential
attacks, there might be a significant need to
pool government resources to respond to these
threats. Such responses should be prepared
and practised in advance to ensure an effective
operation, which requires established routines
and protocols, enabling agencies to effectively
provide or receive assistance. Such mechanisms

are fundamental when an agency faces an over-
whelming threat or lacks specific capabilities,
ensuring that the necessary support is readily
available. Coordinating responses across dif-
ferent levels of government is another critical
aspect of this step. National-level coordination
provides strategic direction and the necessary
resources, while regional and local agencies
often act as first responders. This multi-tiered
coordination ensures that responses are prompt,
efficient, and tailored to the specific require-
ments of the situation.?’”

In essence, responding to threats to elec-
tion security is about creating a comprehensive
response system where agencies are prepared
to act independently and in support of one
another. This approach is vital to maintaining
the integrity and security of the electoral sys-
tem, ensuring it remains resilient in the face of
diverse and evolving threats.

3.1.9 Recovery and evaluation
In the phase of recovery and evaluation in elec-
tion security, the focus shifts towards restoring
normalcy to the election process by addressing
and rectifying the immediate impacts of any
threats or attacks. It also involves a comprehen-
sive evaluation of the incident and its response,
followed by incorporating the lessons learned
into future security planning and strategies.®
Recovery involves immediately repairing
any physical or digital damage, re-establishing
secure communications, and ensuring that all
aspects of the electoral system function cor-
rectly. The assessment phase involves a detailed
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analysis of the incident to understand its nature,
the effectiveness of the response, and any gaps
in the existing security measures. It is essential
to evaluate the entire incident, including the
steps taken before, during, and after the event,
to identify successes and improvement areas.®

89 Ibid.

These findings are fundamental to refining and
strengthening election security strategies,

and it is crucial to publish them to maintain
public trust and support in the election process.
Transparency in how incidents are handled, and
the lessons learned from them reinforce public
confidence in the electoral system'’s integrity.



4. Conclusions

The complex and ever-evolving landscape of
hybrid threats to elections poses a significant
challenge to the integrity of democratic pro-
cesses. A range of ill-intentioned actors from
state-sponsored groups to domestic individuals
and groups have targeted elections to harm
the credibility of a core function of democracy.
Acknowledging the presence of actors with the
intent and capability to influence upcoming
elections, it becomes imperative for election
administrations to implement measures to
counter these threats proactively. There must
be a concerted and proactive effort by Euro-
pean states to safeguard the electoral process
against interference, ensuring that the demo-
cratic rights of EU citizens are upheld in a secure
and trustworthy electoral environment.

This report provides a detailed overview of
hybrid threats to elections and recommends
that governments focus on nine key action areas
for enhancing government capability to counter
hybrid threats. The recommended responses
underscore the importance of legislative review,
vulnerability assessments, strengthening the
physical and digital infrastructure of elections,
enhancing resilience against disinformation, and
conducting thorough exercises and evaluations.
The report also emphasizes a collaborative
approach and advocates integrating efforts

across government to safeguard electoral integ-
rity. By implementing these recommendations, it
is possible to bolster the resilience of elections
against the sophisticated challenges posed

by hybrid threats, ensuring the preservation

of public trust and the security of electoral
processes.

Disinformation and cyberattacks, particularly
those aimed at undermining public trust and
compromising election infrastructure, represent
the most imminent threats to upcoming elec-
tions in Europe. The rapid development of Al and
its potential misuse by antagonists generate
significant uncertainty regarding future risks,
requiring a flexible approach that can adapt to
emerging threats. European officials should pri-
oritize strengthening cybersecurity defences for
electoral systems, enhancing public awareness
campaigns to combat disinformation, and build-
ing capacity to identify and counter disinforma-
tion-fuelled threats and violence in the physical
domain.

Emphasizing transparency and accountability
in electoral systems, this report ultimately calls
for a sustained commitment to protecting dem-
ocratic principles, ensuring that electoral pro-
cesses remain secure and equitable for all, and
thereby safeguarding the democratic heritage
for future generations.
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Appendix 1 - Useful resources

As the field of election security is maturing and evolving, there is also a growing body of resources
available to election security professionals. This appendix lists a selection of useful resources for
countering hybrid threats to elections.

Election security

ACE - The Electoral Knowledge Network - Election security
ACE project election security guidance and recommendations.
Election Security: Threats and Analysis — ACE Project

Australian Electoral Integrity Assurance Taskforce
Information about the Australian Integrity Assurance Taskforce.
Electoral Integrity — Australian Electoral Commission (AEC)

Swedish Election Authority — Valcentralen (Swedish)
Collection of election security resources for the Swedish election administration.
Valsakerhet — Valcentralen

Canadian Election Authority - Election Integrity and Security
Information about Canadian election security strategy and election protection efforts.
International Electoral Activities — Elections Canada

Norwegian Election Authority — Valgmedarbeiderportalen (Norwegian)
Collection of election security resources for the Norwegian election administration.
Sikkerhet og beredskap — Valgmedarbeiderportalen

IFES Cyber and Information Integrity
IFES Election security resources for cyber security and information integrity.
Cyber and Information Integrity - IFES

International IDEA - Protecting elections

Information and materials on the Protecting Elections project, which started in January 2023 and is
expected to be finalized in December 2025. IDEA has also developed a Risk Management in Elections
Guide, as well as a discussion paper on risk management, resilience-building and crisis management
in elections.

Protecting Elections - International IDEA

Risk Management in Elections: A Guide for Electoral Management Bodies — International IDEA
Protecting Elections: Risk Management, Resilience Building and Crisis Response - International IDEA


https://aceproject.org/ace-en/focus/elections-and-security/election-security-threats-and-analysis
https://www.aec.gov.au/about_aec/electoral-integrity.htm
https://valcentralen.val.se/gemensamt-stod/valsakerhet
https://www.elections.ca/content.aspx?section=vot&dir=int&document=index&lang=e
https://valgmedarbeiderportalen.valg.no/opplaering-og-veiledning/veiledere/sikkerhet-og-beredskap/
https://www.ifes.org/our-expertise/cyber-information-integrity
https://www.idea.int/project/protecting-elections
https://www.idea.int/publications/catalogue/risk-management-elections-guide-electoral-management-bodies
https://www.idea.int/publications/catalogue/protecting-elections-risk-management-resilience-building-and-crisis

United States Election Assistance Commission

EAC's latest election security resources for election officials, as well as resources for election
official security.

Election Security Preparedness — EAC

Election Official Security — EAC

Cyber security for election authorities

Belfer Center for Science and International Affairs

The Belfer Center has developed practical guides for election professionals regarding cybersecurity
best practices, especially regarding cyber incident communication.

State and Local Election Cybersecurity Playbook

Election Cyber Incident Communications Coordination Guide

Election Cyber Incident Communications Plan Template

Canadian Centre for Cyber Security

The Canadian Centre for Cyber Security has released a fourth iteration of its Cyber Threats to
Canada’s Democratic Process report, which considers cyber threat activity and cyber-enabled
influence campaigns that affect democratic processes and elections.

Cyber Threats to Canada’s Democratic Process: 2023 Update — Cyber.gc.ca

The Canadian Cyber Security Playbook guides election authorities on anticipating, mitigating, and
responding to threats that are specific to Canada’s democratic processes. The playbook introduces
baseline cyber security measures and best practices.

Cyber Security Playbook for Elections Authorities — Cyber.gc.ca

The Alliance for Securing Democracy at the German Marshall Fund

The Alliance for Securing Democracy has published a handbook that explores how Al tools could
exacerbate vulnerabilities that malign actors may exploit to undermine the integrity of elections.
The handbook also suggests steps for further protecting elections against Al threats.

The ASD Al Election Security Handbook

International IDEA

International IDEA has developed a report with a collection of 20 case studies, which provides
lessons for election authorities seeking to strengthen their defences against cyberattacks.
Cybersecurity in Elections — International IDEA

International Foundation for Election Systems (IFES)

IFES has developed two guides for electoral cyber security: “The Cybersecurity and Elections
Primer" provides an overview of cybersecurity in elections, while "Understanding Cybersecurity
Throughout the Electoral Process: A Reference Document” expands on the Primer to provide
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https://www.eac.gov/election-officials/election-security-preparedness
https://www.eac.gov/election-officials/election-official-security
https://www.belfercenter.org/publication/state-and-local-election-cybersecurity-playbook
https://www.belfercenter.org/publication/election-cyber-incident-communications-coordination-guide
https://www.belfercenter.org/publication/election-cyber-incident-communications-plan-template
https://www.cyber.gc.ca/en/guidance/cyber-threats-canadas-democratic-process-2023-update
https://www.cyber.gc.ca/en/guidance/cyber-security-playbook-elections-authorities-itsm1002
https://securingdemocracy.gmfus.org/the-asd-ai-election-security-handbook/
https://www.idea.int/publications/catalogue/cybersecurity-in-elections

¢ — 7L Hoday yoJessay 300 pHUIAH ©0e

a more in-depth understanding of key concepts of cybersecurity for elections.
Cybersecurity: Fundamental to Elections - IFES

UK National Cyber Security Centre (NCSC)

NCSC has produced a number of cyber security resources for elections. They offer advice for local
election authority IT teams, including reminders about good cyber security practices for the systems
that support the delivery of UK elections. NCSC also offers an annual threat assessment and general
defending democracy guidance on raising awareness of the cyber threats to democratic processes,
institutions, and the people involved in them.

Defending Democracy — NCSC Annual Review 2023 - Election case study

Defending Democracy — NCSC

Election Guidance for Local Authorities - NCSC

U.S. Cybersecurity and Infrastructure Security Agency (CISA)

CISA provides a number of cyber security resources for EMBs, such as best practices for securing
election systems and a cyber security toolkit and resources for election protection.

Best Practices for Securing Election Systems — CISA

Cybersecurity Toolkit and Resources to Protect Elections — CISA

U.S. National Institute of Standards and Technology (NIST)

NIST conducts research into election system cybersecurity challenges and identifies standards,
guidelines and technologies that can improve the security of these systems. NIST also provide
a road map to help local election officials prepare for and respond to cyber threats that could
affect elections.

Election Security Research and Projects — NIST

Cybersecurity Guidelines — NIST

Countering information manipulation

The International Republican Institute et al.

The International Republican Institute (IRI), the National Democratic Institute (NDI), and the Stan-
ford Internet Observatory (SIO) have developed a playbook for elections that helps actors to iden-
tify, respond to, and build long-term resilience to election-related information manipulation.
Combating Information Manipulation: A Playbook for Elections and Beyond

MIT Election Lab

A white paper produced by MIT Election Lab reviewing the factors that promote or undermine public
confidence in election results and election systems. The white paper also offers advice by consider-
ing the impact of different approaches to improving public confidence in elections.

Communicating with voters to build trust in the U.S. election system


https://www.ifes.org/publications/cybersecurity-fundamental-elections
https://www.ncsc.gov.uk/collection/annual-review-2023/resilience/case-study-defending-democracy
https://www.ncsc.gov.uk/collection/defending-democracy
https://www.ncsc.gov.uk/guidance/election-guidance-for-local-authorities
https://www.cisa.gov/best-practices-securing-election-systems
https://www.cisa.gov/cybersecurity-toolkit-and-resources-protect-elections
https://www.nist.gov/itl/voting/research-and-projects/election-security
https://www.nist.gov/news-events/news/2021/03/help-protect-our-elections-nist-offers-specific-cybersecurity-guidelines
https://www.iri.org/resources/combating-information-manipulation-a-playbook-for-elections-and-beyond/
https://electionlab.mit.edu/sites/default/files/2023-10/voter-trust.pdf

The Kofi Annan Foundation
A report by the Kofi Annan Commission on Elections and Democracy in the Digital Age examines and

reviews the opportunities and challenges for electoral integrity created by technological innovations.

The report also offers recommendations on how to engage, empower and educate voters, and how
to strengthen the integrity of elections.
Kofi Annan Foundation Report 2020

General advice on countering information manipulation

Several guides and frameworks have been developed to counter information influence activities.
Among the more prominent ones are the handbook Countering Information Influence Activities,
RESIST 2, ABCDE, DISARM and the Debunking Handbook. Recently, the Carnegie Endowment for
International Peace published an evidence-based policy guide on Countering Disinformation
Effectively. These resources provide comprehensive guidance on effectively countering information
influence activities.

Election security case studies and reports

The Alliance for Securing Democracy at the German Marshall Fund

Countering the Weaponization of Election Administration Mistakes

Deterring Threats to Election Workers

Ideas for Combatting Mistrust and Polarization in US Elections

Taiwan's Election: 2024's Canary in the Coal Mine for Disinformation against Democracy

Carnegie Endowment for International Peace
European Lessons for Tackling Election Interference

The Digital Media Observatory
Task Force on the 2024 European Parliament Election

International IDEA case studies and reports

Timor-Leste: Resilient Elections Built on Experience

Varieties of Electoral Integrity Risk: Protecting Elections in Brazil

Protecting Electoral Integrity: The Case of South Africa

Protecting Democratic Elections Through Safeguarding Information Integrity
Challenges for electoral officials in the information environment around elections

Princeton: Innovations for Successful Societies

Defending the Vote in France: Acts to Combat Foreign Disinformation 2021-2022

Defending the Vote in Estonia: Creating a Network to Combat Disinformation 2016-2020
Sweden Defends Its Elections against Disinformation, 2016-2018

Colombia’s National Civil Registry Launches Anti-Disinformation Initiative 2018-2019
Fact-Checkers Unite to Set the Record Straight: The Redcheq Alliance and Information Integrity
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https://www.kofiannanfoundation.org/app/uploads/2020/05/85ef4e5d-kaf-kacedda-report_2020_english.pdf
https://www.msb.se/sv/publikationer/countering-information-influence-activities--a-handbook-for-communicators/
https://gcs.civilservice.gov.uk/publications/resist-2-counter-disinformation-toolkit/
https://www.jstor.org/stable/pdf/resrep26180.6.pdf
https://www.disarm.foundation/framework
https://skepticalscience.com/debunking-handbook-2020-downloads-translations.html
https://carnegieendowment.org/2024/01/31/countering-disinformation-effectively-evidence-based-policy-guide-pub-91476
https://carnegieendowment.org/2024/01/31/countering-disinformation-effectively-evidence-based-policy-guide-pub-91476
https://securingdemocracy.gmfus.org/wp-content/uploads/2023/07/Elections-Mistakes_final.pdf
https://securingdemocracy.gmfus.org/wp-content/uploads/2022/07/ASD_BPC_Deterring-Threats-to-Election-Workers.pdf
https://securingdemocracy.gmfus.org/election-lessons/
https://securingdemocracy.gmfus.org/taiwans-election-2024s-canary-in-the-coal-mine-for-disinformation-against-democracy/
https://carnegieendowment.org/2020/08/18/european-lessons-for-tackling-election-interference-pub-82561.
https://edmo.eu/edmo-task-force-on-2024-european-parliament-elections/
https://doi.org/10.31752/idea.2023.49
https://doi.org/10.31752/idea.2023.50
https://doi.org/10.31752/idea.23.88
https://www.idea.int/publications/catalogue/protecting-democratic-elections-through-safeguarding-information-integrity
https://www.idea.int/theme/information-communication-and-technology-electoral-processes/election-officials-challenges-information-environment-around-elections
https://successfulsocieties.princeton.edu/publications/defending-vote-france-acts-combat-foreign-disinformation-2021-%E2%80%93-2022
https://successfulsocieties.princeton.edu/publications/defending-vote-estonia-creates-network-combat-disinformation-2016%E2%80%932020
https://successfulsocieties.princeton.edu/sites/g/files/toruqf5601/files/GL_Swedena_Election_FINAL12_23_20_V1_0.pdf
https://successfulsocieties.princeton.edu/publications/colombia%E2%80%99s-national-civil-registry-launches-antidisinformation-initiative-2018%E2%88%922019
https://successfulsocieties.princeton.edu/publications/fact-checkers-unite-set-record-straight-redcheq-alliance-and-information-integrity
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