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The EU has embarked on a strategic reflection pro-

cess which should result in a document called the 

Strategic Compass. It aims to update elements of 

the EU Global Strategy from 2016, while retaining 

a more focused and operational tilt. The Compass 

should clarify the EU’s assessment of the secu-

rity environment, define the level of ambition in 

security and defence matters, and offer concrete 

tools and proposals to achieve that level of ambi-

tion.1 The Compass is set to be finalized during the 

French presidency of the EU Council in 2022.

As always, expectations will need to be man-

aged, not least because security and defence issues 

remain contentious within the EU. Some member 

states value their neutrality, non-alignment or sim-

ilar status,2 others pin their hopes on and put their 

trust in the transatlantic relationship, while still 

others try to advance a European defence union.3 

Added to this strategic imbalance is the portrayal 

of the EU as a peace project and a post-modern 

actor that transcends the classical security dilem-

mas. This thinking has been enshrined in the trea-

ties and while the Maastricht and Lisbon Treaties 

have done much to enable the evolution of the 

EU’s defence dimension, the treaties continue to 

be a limiting factor for the EU in understanding and 

coping with the threat environment. 

One particularly pernicious side effect of the 

treaties and the EU’s strategic self-image has been 

the strict dividing line between the Union’s foreign 

and security policy and internal security policies. 

While in the previous century this kind of division 

might have arguably been possible, today’s threats 

cut across state lines, government sectors, com-

petencies and authorities. The situation has been 

further blurred by the expansion of hybrid threats. 

The malign actors deliberately target the gaps and 

seams between democratic countries, government 

sectors and EU institutions, and exploit their  

 

1 See for instance Biscop, ‘From Global Strategy to Strategic Compass’.
2 Cramer & Franke (eds.), Ambiguous alliance.
3 Engberg, ‘A European Defence Union by 2025?’.
4 See for instance Torossian et al., ‘Hybrid Conflict, Neither War nor Peace’.

relative inability to respond flexibly or control esca-

lation. The current security environment is best 

described as constant competition. It is not war, 

but neither is it strictly speaking peace.4 

The threat environment requires adaptation 

from all actors involved. For the EU, the Strategic 

Compass is a chance to give guidance for operat-

ing in a new threat environment and with a view of 

the future trends, not least the rapid pace of tech-

nological development and the opportunities and 

threats that it presents. The Strategic Compass 

also offers an opportunity to establish common 

strategic situational awareness. It will not lead to 

a harmonization of member states’ interests, but 

it should lead to a better understanding of those 

interests and to the conclusion that the EU needs 

to be more capable of protecting those interests. 

Oftentimes, the EU is mainly in the role of a 

facilitator of member states’ efforts. Sometimes 

the EU must act, wielding the considerable tools 

it has in its toolbox. Some of the changes in the 

threat environment are rather well suited to the 

EU’s modus operandi and structural strengths, 

and some are less so. In any case, as the threat pic-

ture is more complex than before and as situations 

requiring an EU response might arise at short or  

no notice, a new approach is needed. 

This approach will be explicated in this Work-

ing Paper in three steps. The first step consists of 

a look at the development of the EU’s security and 

defence dimension until now, and an analysis of 

the threat environment and the concept of hybrid 

threats. The second step entails the introduction of 

the concept of deterrence in the EU strategies, in 

a way that is compatible with national approaches, 

and which harnesses the EU’s tools in the most 

effective manner. 

Finally, the third part looks at ways of improving 

the EU’s responses. Applying the concept of hybrid  
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threats and the deterrence model allows us to see 

that in order to be effective the EU must be better 

at bridging the gaps between the various actors: 

the member states and the council bodies, the 

Commission as well as the Parliament. This can  

be framed as an integrated approach, based on 

better information sharing, agile and comprehen-

sive decision-making mechanisms, and through  

exercises.

While in many ways the analysis seeks to be appli-

cable to the EU as a whole, the emphasis is on 

domains and policies that could realistically be 

covered by the Strategic Compass. This approach 

is chosen to make it as relevant as possible for the 

ongoing deliberations within the EU context. At the 

same time, it is intended to give planners and deci-

sion-makers a perspective that extends beyond the 

traditional security and defence policy realm.
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In the early days, in tune with the threat environ-

ment of the 1990s and the early 2000s, the focus 

of the European Security and Defence Policy 

(ESDP, renamed Common Security and Defence 

Policy, or CSDP, after the Lisbon Treaty) was on 

crisis management and developing the capabilities 

necessary to conduct crisis management oper-

ations. The focus on external action meant that 

the debate rarely touched on the key competen-

cies of the Commission. At the time, there was 

also very little overlap with the Justice and Home 

Affairs (JHA) area.5 This meant that the Commis-

sion largely stayed out of the defence policy dis-

cussions in the Council. When it started to enter 

the defence debates, it happened in the context 

of industrial policy instead of foreign policy.6 The 

“defence package” that included two defence-re-

lated directives came into force in 2009.7 This was 

complemented by various member state-led initia-

tives established during and after the fallout from 

the financial crisis. The crisis put defence budgets 

under severe strain, forcing more cooperation and 

a better leveraging of the EU instruments. 

The precedent established by the directives, and 

the dawning defence cooperation led by economic 

imperatives, paved the way for a more thorough 

rethink about the relationship between the policies 

completely or partially within the Community com-

petence, and the policies within the member states’ 

competence, such as foreign and security policy. 

This reflection process culminated in the Decem-

ber 2013 European Council, which, in the words 

of the president of the European Council, Herman 

van Rompuy, looked at the “state of defence in 

Europe”.8 The meeting was a watershed moment. It 

managed to raise the topic to the level of the Heads 

of State and Government, but it also  

5 As the JHA has risen on the political agenda, its overlap with external and security policies has increased. See for instance Trauner & Ripoll Servent, 
‘Justice and Home Affairs in the European Union’.
6 Arteaga, ‘Strategic autonomy and European defence’.
7 Defence Procurement Directive 2009/81/EC and the Intra-Community Transfers Directive 2009/43/EC.
8 Van Rompuy, Defence in Europe: pragmatically forward.

managed to bring the various aspects of defence, 

from capability development to operations, 

together to form a comprehensive package. This 

was unprecedented as it broke several taboos. 

First, it allowed  the agenda to be expanded beyond 

the CSDP paradigm, which in its strict interpre-

tation covers only external action. Second, the 

European Council preparations were divided 

between the External Action Service (EEAS), the 

European Defence Agency (EDA) and the Com-

mission, assigning each a significant role. Third, it 

was decided that the Commission would start to 

fund defence-related research for the first time, in 

the context of the Preparatory Action on Defence 

Research (PADR) to begin with. 

While not leading to major immediate successes, 

the process and the European Council decisions 

that followed broke important psychological and 

institutional barriers. Those were the crucial inter-

mediate steps before new ones could be taken. 

While the 2013 process could  largely be seen as 

a response to internal factors, the process since 

2014 has been more due to external factors. The 

first external factor was the invasion of Crimea by 

Russia, and the second was the election of Don-

ald Trump as the president of the United States. 

Ukraine brought a sense of urgency and an under-

standing that crises can still erupt at the borders of 

the Union and, just as crucially, that new strategies 

of malign influencing combining different methods 

can affect the member states themselves under 

the threshold of an open conflict. The threat envi-

ronment became clearer and muddier at the same 

time. It necessitated a renewed focus on territorial 

defence while at the same time requiring a better 

understanding of the other societal and non-kinetic 

threats and means to counter them.

The development of the security  
and defence dimensions of the EU
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While several useful initiatives have been under-

taken, progress thus far has been characteristically 

uneven. The member states’ views continue to dif-

fer with regard to security and defence policy-re-

lated objectives. The threat assessments vary, as 

do the solutions. Countries that are sceptical of the 

EU taking on a bigger role in security and defence 

justify their views by either underlining their over-

all reluctance to have more integration, pointing to 

the spotty record of the EU so far, or on the need 

to sustain the transatlantic relationship, referring 

essentially to the security umbrella that the United 

States provides. Therefore, the United States pos-

sesses a major possibility to influence further pro-

gress in the EU defence dimension.9

9 Bergmann et al., ‘The Case for EU Defense’.

The point that needs to be underlined is that even 

if the US decides to lend more weight to its sup-

port and if the European capitals become more 

united in their will to deliver on previous decisions, 

the internal and institutional challenges remain. 

They relate to the nexus of internal and external 

security and the delineation of responsibilities 

between the Union and the member states, namely 

how the strategic priorities should be set and when 

the EU should act. Before looking into these ques-

tions in more detail, a common situational assess-

ment is needed, and a look at where the Strategic 

Compass can and should deliver.
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When defining the threat environment, the EU 

will draw upon the Global Strategy10 and the more 

recent threat analyses. There are two notions 

that would merit a closer look in framing the cur-

rent environment, namely competition and hybrid 

threats.

In the United States, perhaps the most impor-

tant legacy of the Trump era is the laser-like focus 

on strategic great power competition. The focus 

started during the Obama era but gained a greater 

sense of urgency later. The role of great powers in 

the competition has been analyzed thoroughly, but 

attention should also be paid to the term compe-

tition. While competition might not fully capture 

the current nature of the political environment, it 

serves as a useful conceptual intermediate space 

between conflict and peace.11 The clearest signs of 

a threat environment characterized by competition 

are the constant probing of adversaries and poten-

tial adversaries, priming them for further actions, 

and operating in the “grey zone”, a legally and polit-

ically dubious area where norms are challenged by 

hybrid actors and yet these deeds often go unde-

tected or unpunished. Therefore, a successful way 

of competing must involve a lot more than just 

deterring war.12

Hence, the EU could do worse than take great 

power competition as a starting point. In the con-

text of the Strategic Compass, perhaps strategic 

competition could be an even better term as it takes 

the agency of smaller and medium-sized powers 

into account as well. Most importantly, the focus 

should be on competition, as opposed to a strict 

and artificial division between conflict and peace, 

or war and peace. Furthermore, the rise of compe-

tition in the international arena should not be seen 

as a counterpoint for globalization, but rather as an 

extension of globalization by other means.  

10 European External Action Service, Shared Vision, Common Action: A Stronger Europe. A Global Strategy for the European Union’s Foreign And Security Policy.
11 Friedman, ‘The New Concept Everyone in Washington Is Talking About’.
12 Sisson, ‘A Strategy for Competition’.
13 For a discussion on the meaning of strategic competition, see Mazarr et al., ‘Understanding the Emerging Era of International Competition, Theoretical 
and Historical Perspectives’.

Competition in international affairs has two major 

characteristics that ought to be reflected in the 

debates around the Strategic Compass: it is more 

or less constant and it takes place mostly under 

the threshold of open conflict.13 The fact that it 

is constant should require a rethink on how the 

West perceives the logic of conflict and escala-

tion, and how it has structured its defences in 

terms of preparedness and decision-making. The 

reality of competition means that there is unlikely 

to be any “Pearl Harbor” moment when a clear 

threshold has been breached, setting in motion 

the decision-making processes, response actions 

and escalation management protocols. The reality 

more closely resembles another cliché, that of the 

proverbial frog in boiling water. It implies that we 

are already constantly experiencing hybrid influ-

encing, including but not limited to cyberattacks, 

but as the attacks lead to relatively small effects, 

we remain oblivious or unable to muster a sense 

of urgency for responding. The attacks stay mostly 

below the thresholds of detection or attribution. 

Equally worrying is the fact that EU countries 

lack mechanisms for an effective and meaningful 

response. 

Besides the rise and intensification of compe-

tition, the threat environment is also changing  

due to other trends. In addition to great power 

competition, a democratization of warfare is also 

taking place, exemplified for instance by cyberat-

tack capabilities or drone technology becoming 

more available to smaller states, non-state actors 

and even individuals. This democratization trend 

reflects another broader trend: the rapid pace 

of technological change, especially in the context 

of emerging and disruptive technologies (EDTs). 

While, historically, talk of a revolution in the secu-

rity environment has often been hyperbolic,  

 

 

Trends in the threat environment
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in the current situation it is warranted to talk 

about EDTs as a game-changer. Finally, there is a 

cognitive element involved. Most of the battles 

take place in our heads, as we try to make sense 

of the wealth of information and, too often, misin-

formation and disinformation available to us. The 

competition in the information sphere also reflects 

the differences between democratic and authori-

tarian regimes, introducing an ideological compo-

nent to the competition.

Most of the trends discussed here can be 

understood under the concept of hybrid threats, 

which has entered the broader lexicon in the last 

ten years.14 The ‘hybrid’ in hybrid threats refers 

to the way that malign actors combine and utilize 

different tools at their disposal. The tools target 

various domains from information, social and cul-

ture to space, cyber, and military domains. As the 

combinations of these tools are practically endless, 

the preparedness for hybrid threats should not 

exclude any of them.15 Furthermore, the techno-

logical trends suggest that the portfolio of hybrid 

threat tools will expand.16

Besides the characteristics of the threat,  

the actors themselves need to be considered. 

Hybrid activities, up to the level of hybrid warfare,  

sometimes constitute a strategy on their own.  

 

 

 

 

 

 

 

 

14 The concept has been accompanied by a wide-ranging and persistent debate, focusing on its analytical utility and the perceived tendency to overuse it 
(see for instance Raitasalo, ‘Hybrid warfare: where’s the beef?’; Wigell, ‘Hybrid Interference as a Wedge Strategy’; Hoffman, Conflict in the 21st Century). 
One of the arguments within the debate is that the concept is so broad that it is effectively rendered devoid of meaning. It is certainly true that the most 
often used definitions cover a broad spectrum of threats. They are also intentionally flexible, allowing responsiveness to the ever-evolving nature of 
hybrid threats (see Hindrén & Smith, ‘Understanding and Countering Hybrid Threats Through a Comprehensive and Multinational Approach’).
15 Ibid.
16 See for instance Thiele, ‘Hybrid Warfare’; Thiele & Schmid, ‘Hybrid Warfare – Orchestrating the Technology Revolution’.
17 Hindrén & Smith, ‘Understanding and Countering Hybrid Threats Through a Comprehensive and Multinational Approach’.
18 European Commission, Joint Framework on countering hybrid threats, a European Union response. 
19 Giannopoulos, G. et al., ‘The Landscape of Hybrid Threats’.

However, they often support an existing strat-

egy or policy in the eventuality that the strategy 

or policy is viewed as unsuccessful or failing. This 

means that traditional tools of international influ-

encing like diplomacy, economic deals, and legal 

agreements alone do not allow the actor to reach 

its strategic goals. Usually the military-centric 

approach is excluded or may not apply and there is 

interest in minimizing the risk of open escalation or 

conflict.17

The EU has addressed hybrid threats in  

various Council meetings since 2014. The 2016 

Joint Framework on countering hybrid threats18 

 provided a nascent common understanding of the 

threats and a first blueprint for the EU’s response. 

The concept has since been refined, including in 

the report The landscape of Hybrid Threats: A con-
ceptual model by the EU’s Joint Research Centre 

(JRC) and the European Centre of Excellence  

for Countering Hybrid Threats (Hybrid CoE).19 

Currently, there is a relatively wide understand-

ing of the term and concept within the EU. Unlike 

during the preparations of the EU Global Strat-

egy, it would now be possible to use it as one of 

the anchors in the description of the threat envi-

ronment, and of the EU responses in the Strategic 

Compass. 
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When assessing the EU’s policy tools in countering 

hybrid threats, the list is long and growing. Gaps ex-

ist, but perhaps more importantly, an overall frame-

work for organizing the tools is lacking. The ques-

tion is essentially twofold: how do the EU and its 

member states build their resilience to withstand 

external threats, and how do they respond when 

threats actualize? Here the concept of deterrence 

is helpful as it enables actors to define the threat 

environment and their potential responses. While 

not entirely absent,20 it has long been a concept 

with relatively little usage in EU circles. A coher-

ent and explicit deterrence policy has been miss-

ing, not least because of the connotations pointing 

to the realm of nuclear weapons, traditionally the 

dominion of individual member states and NATO. 

The term still encounters opposition within the 

EU, including from the Union’s only nuclear power, 

France, which has a very specific understanding of 

the term. Additionally, some of the member states 

see the term as a precursor of a creeping militariza-

tion, both in semantics and in substance. 

Yet deterrence could now take on a new mean-

ing in the context of the hybrid threat environ-

ment. The classical deterrence model still has val-

ue but should be complemented with a deterrence 

against hybrid threats.21 Classical deterrence, 

while effective in its field, might also give a false 

sense of security because the adversaries are  

playing in other fields as well.

Hence, building on the classical models of deter-

rence, deterring hybrid threats requires a strategic 

approach that must blend “resilience and crisis re-

sponse with the ability to impose cost on hostile ac-

tors”. This is a crucial starting point that should not  

be lost in the broader discussions, which often tend 

20 See for instance European Commission, Resilience, Deterrence and Defence: Building strong cybersecurity for the EU. 
21 Taylor, ‘From Strategy to Task’.
22 Kersanskas, ‘Deterrence: Proposing a more strategic approach to countering hybrid threats’. 
23 Wigell, ‘Democratic Deterrence: How to dissuade hybrid interference’.
24 The primary responsibility for countering hybrid threats is at the national level. The argument presented here does not entail or recommend a shift of 
powers from the member states to the EU, but rather underlines the need to clarify the responsibilities, and aims to activate the member states to utilize 
the Union better in terms of capability development, situational awareness and countermeasures.
25 For a more detailed discussion of resilience in the context of countering hybrid threats, see Savolainen, ‘Hybrid Threats and Vulnerabilities of Modern 
Critical National Infrastructure’.

to separate resilience from the foreign and security 

policy tools to be activated in times of crisis. The key 

lies in a combination of these elements, the “deter-

rence by denial” and “deterrence by punishment” of 

the classical deterrence theories. These elements 

can be complemented by other factors, including 

deterrence by diplomacy or deterrence by entangle-

ment. 22 Another promising concept is “democratic 

deterrence”, which is constructed primarily with the 

countering of hybrid threats in mind.23 

Future threats will require a more flexible and 

more proactive approach that will not super-

sede the classical deterrence, but complement it 

instead. Thus, the application of a deterrence ter-

minology and mindset is an opportunity for the 

EU to update its understanding of the security 

environment but, more importantly, to harness 

the power of its own capabilities and tools more 

systematically and more proactively.24 The threat 

environment, as outlined above, requires exactly 

the kinds of tools that the EU seemingly has in 

abundance: the capability to regulate industries, to 

fund innovations and joint solutions, and to take a 

whole-of-society approach to security. It does not 

require the EU to actively forget the military-cen-

tric approach to security and defence because it 

never had the chance to learn it in the first place.

The two sides of deterrence are resilience and 

countermeasures. They are interrelated and must 

be understood as forming one deterrence pack- 

age. In the EU context, resilience is by far the  

more advanced and politically feasible part of 

the package. It relates more to passive defences 

instead of active or politically riskier actions,  

and it is based on whole-of-society thinking.25  

Considering the relative “softness” of resilience,  

Countering hybrid threats 
by building deterrence
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it is only surprisingly recently that the EU has put 

it at the centre of its actions.26 Part of the chal-

lenge has involved the inadequate conception of 

security, which has tended to separate internal 

preparedness for disasters and other crises from 

the foreign and security policy of the Union. Resil-

ience has been enhanced without an updated and 

collated understanding of the threat environment 

and the malign actors using hybrid strategies. All of 

this can be remedied in the Strategic Compass and, 

to an extent, it already has been in the context  

of the threat assessment that was prepared  

in 2020. 

On the other hand, it would be unfair to say that 

the EU hasn’t been paying attention to resilience. 

It has initiated a number of ambitious projects 

that all support building resilience in the member 

states and throughout the Union. These projects 

include the Security Union Strategy of 202027 and 

its implementation, but also the Critical Entities 

Resilience directive, the NIS2 directive, Digital 

Services Act (DSA), EU Cybersecurity Strategy 

and its implementation, 5G guidelines, updated 

FDI screening rules, the Cyber Diplomacy Toolbox, 

the European Democratic Action Plan (EDAP), the 

European Defence Fund (EDF), Permanent Struc-

tured Cooperation (PESCO), and so on. Yet the EU 

hasn’t consistently underlined the fact that all of 

these initiatives are in fact enhancing the resilience 

of the Union and its member states. The Security 

Union Strategy was a step in the right direction 

as it sought to specifically tackle resilience ques-

tions28 with a view to establishing sectoral resil-

ience baseline requirements.29 Nevertheless, these 

approaches are destined to fall short as long as 

they cover only those aspects of resilience directly 

related to the Commission, without a thorough dis-

cussion of the strategic foreign and security policy  

environment and without setting the objectives for 

the sectors under the Council lead as well. 

Countermeasures should also receive sufficient 

attention. The discussion about countermeasures  

 
26 See for instance European Commission, Communication from the Commission on the EU Security Union Strategy.
27 Ibid. 
28 See also Wigell et al., Best Practices in the whole-of-society approach in countering hybrid threats.
29 The Commission is currently working on a review of the existing regulation designed to enhance resilience. Depending on further guidance, the next 
steps could include identifying resilience gaps, developing EU resilience guidelines in line with the existing NATO guidelines, and leveraging the EU instru-
ments to support implementation.
30 European Commission, The EU’s Cybersecurity Strategy for the Digital Decade.

in crisis situations is politically difficult and suf-

fers from a lack of clarity about the responsibili-

ties when there is a need to react to an influencing 

attempt or other type of external aggression. In 

most cases, the primary responsibility lies with the 

member states themselves. But what if the target 

is an EU structure, such as the European Parlia-

ment or the Galileo satellites? There are existing 

procedures for these cases, but if an adversary 

tests those procedures by deliberately probing 

for the gaps and seams in the EU response mech-

anisms, some vulnerabilities are bound to be found. 

Deterrence is a relative term. The credibility of 

the EU’s deterrence will not be decided by any of 

its strategies or even its capabilities. Instead, it will 

be decided in the minds of the adversaries, as they 

ponder the benefits and risks of engaging in a cer-

tain action. The EU cybersecurity strategy rightly 

points out that an “effective deterrence means 

putting in place a framework of measures that are 

both credible and dissuasive for would-be cyber 

criminals and attackers. As long as the perpetra-

tors of cyber-attacks – both non-state and state – 

have nothing to fear besides failure, they will have 

little incentive to stop trying”.30 

Besides the issue of credibility, the comprehen-

sivess of the concept also merits further analy-

sis. Originally, it was focused on nuclear strategy 

and the need to prevent the escalation of any cri-

ses to the level of nuclear exchanges. During the 

Cold War, this was mainly achieved by the mutu-

ally assured destruction doctrine. The concept has 

been extended to conventional warfare as well, 

with the aim of managing the escalation of con-

flicts or preventing them from flaring up in the first 

place. Part of the reason that certain states have 

scaled up their hybrid probing and influencing  

activities lies in the fact that classical deterrence 

models have proved their usefulness. If countries 

and the EU focus on deterring hybrid threats, they 

will still need to ensure that deterrence is upheld 

in the nuclear and conventional sphere.
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By outlining the complexities of the security envi-

ronment and showcasing the potential of the EU 

to tackle several of the emerging threats, the pre-

vious chapters sought to underline the need for an 

integrated approach. The EU has acquired valuable 

experiences from a comprehensive approach in its 

external action in general and crisis management in 

particular.31 The experiences should be put to good 

use when devising the new approach, but it must 

be understood that the new threat environment 

puts a lot more pressure on the Union and its deci-

sion-making as it encompasses both the Council 

and the Commission competencies. 

A greater level of integration must be achieved 

across several different axes. The first and perhaps 

the most important of these relates to the nexus 

between internal and external security. Reflect-

ing on the 2016 EU Global Strategy, Real Elcano 

Institute Senior Analyst Felix Arteaga argues that 

the strategy “reiterates the need to connect the 

internal and external dimensions of EU policies” 

but it “does not try to resolve the discontinu-

ity between the two dimensions”.32 On the other 

hand, many national security strategies “address 

the nexus from both directions, recognising that 

what happens in the internal sphere also affects 

their external action”.33 This would provide impor-

tant guidance for the development of the Strate-

gic Compass. While the Compass is narrower in its 

scope than the EU Global Strategy, it cannot ignore 

the fact that the line between external and inter-

nal is porous, and that the faultline is likely to be 

exploited by adversaries. 

The trick lies in making the Council and the 

Commission work seamlessly together without  

any changes to the treaties or competencies. While 

difficult, it should not be impossible. Everything 

hinges on a relatively common threat assessment 

and a shared sense of urgency. Hybrid threats cut 

31 Fiott (ed.), ‘The CSDP in 2020, The EU’s legacy and ambition in security and defence’.
32 Arteaga, ‘European defence between the Global Strategy and its implementation’.
33 Ibid.

across key mechanisms aimed at sustainment of 

our societies, our democracies and our way of life. 

Sometimes this gets forgotten in the daily Brus-

sels processes, which sometimes tend to be heavy 

on the bureaucratic side and too often driven by 

narrow national interests. In the Commission, it is 

also a matter of instituting a “strategic culture”. In 

this context, it would mean increasing the under-

standing of security and defence- related issues, 

which has not been a Commission forte. It would 

also mean strengthening the interaction with the 

Council on security policy, and even losing some 

turf battles in order to achieve the common strate-

gic objectives. In practice, it requires conducting a 

considerable number of exercises, especially when 

it comes to the hard parts. These include situations 

where there is a lack of clarity about the responsi-

bilities, where less used treaty articles are involved, 

such as the relationship between Art. 42.7 (the 

mutual assistance clause) and Art. 222 (the soli-

darity clause), or when a given threat evolves and 

crosses the line between internal and external 

security. 

A related aspect of integration concerns the 

relationship between the member states and the 

EU institutions and agencies. When is something 

a member state responsibility and when an EU 

responsibility? The Strategic Compass will be a 

member state-driven process, which distinguishes 

it from the Global Strategy, which turned out to 

have less than full endorsement from the member 

states. Having a full member state endorsement is 

critical and should be sought even when it means 

endless negotiations and watering down the level 

of ambition. Part of this process should be an effort 

to clarify instances where a multilateral – namely 

EU – approach is preferable to a national approach. 

This clarification should be made at two levels:  

preparedness and crisis response. 

An integrated approach to  
preparedness and crisis response
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The competition between world powers, together 

with technological changes, are driving a threat 

environment that is more complex, more unstable 

and more interdependent. There are several ways 

of trying to make sense of this and many countries 

are currently adjusting their security strategies 

to better reflect this new environment. The Stra-

tegic Compass should do this too but, in a way, it 

must fulfil an even stricter set of criteria: it must 

be politically digestible for all member states and it 

should, of course, be realistically implementable. To 

achieve this, the Compass should draw on a com-

mon understanding of the threat environment and 

make the best use of the EU’s strengths. 

The EU has already come a long way in devel-

oping its security and defence dimension. There 

has also been great opposition to this process, 

particularly where military matters and means 

have been concerned. Now there is an emerging 

understanding that developing the defence side 

has helped “normalize” defence issues as a part of 

the Union policies. Furthermore, the defence pil-

lar has started to grow alongside all the other pil-

lars relevant for countering hybrid threats. The 

recent trends have also underlined that defence 

does not take place in a vacuum but as a part of 

whole-of-society preparedness and responses. The 

interdependencies between security and other 

policy areas have increased dramatically. In theory, 

all of this plays to the strengths of the EU, which lie 

in its ability to muster a comprehensive approach, 

combining various actors and policy sectors. Yet it 

provides a unique challenge for the Strategic Com-

pass, which should remain focused on security and 

defence to give the clarity and the strategic guid-

ance required. 

The Compass should start with the recent 

threat assessment, which underlines the complex-

ity of the threat environment and the pervasive-

ness and evolutionary nature of hybrid threats. 

It must acknowledge the interdependencies of 

our societies and the various actors within them. 

34 See eu2020.de, ‘Strategic Compass: Developing Strategic Principles’. 

Crucially, it should treat hybrid threats as a hori-

zontal factor. Once this has been established, the 

Compass should turn to objectives. The primary 

objective should be deterrence as argued in this 

paper. Deterrence against hybrid threats consists 

of resilience and responses, and the EU could play 

an even greater role in assisting the member states 

to strengthen their ability to be both resilient 

and capable of responding to aggressions, while 

strengthening the institutions’ own capabilities. 

Institutions, including the European Parliament, 

are not exempted from these dynamics. 

As discussed earlier, there are several critically 

important resilience-building initiatives on the 

Commission side. Could the Strategic Compass be 

the vehicle for bringing all of the relevant aspects 

and projects together, and helping to ensure that 

they support the strategic objectives as the mem-

ber states see them? At first, it seems to be put-

ting overdue emphasis on resilience since it is one 

of the main baskets, alongside crisis management, 

capabilities and partnerships.34 However, to pro-

vide the much-needed strategic guidance, resil-

ience ought to be understood horizontally in the 

context of both internal and external security, and 

as cutting across the other baskets of the Com-

pass. It would also be advisable to link resilience 

more closely to countermeasures as it sometimes 

entails the same capabilities that might be used to 

prevent adversaries from achieving their objec-

tives, and to punish them. This is true in cyber-

space, for instance, where the lines between 

defence and offence are increasingly blurry. 

Enhancing the countermeasures is as important 

as it is difficult. In the context of the EU Foreign 

and Security Policy, active engagement is histori-

cally defined mostly in terms of diplomacy and the 

use of diplomatic tools, and, in the narrower sense 

of security and defence, in terms of crisis manage-

ment. There has been evolution in this regard, as 

argued before, to include a better understanding 

of the interrelatedness of the external and inter-

Conclusions
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nal policies, and the need to leverage the instru-

ments better, including in the context of defending 

Europe. The EU has also been honing its sanctions 

toolbox, which it has been using with some suc-

cess.35 Yet the Strategic Compass should bring the 

countermeasures into clearer focus, understanding 

them in the context of the new and dynamic deter-

rence against hybrid threats and leveraging the 

member states’ tools and the Commission’s tools. 

Sanctions can and likely will play a large role in the 

Union approaches as a whole, but the overall tool-

box must be more comprehensive than that. Dip-

lomatic tools are not sufficient either. There must 

be real kinetic capabilities, which do not need to 

be owned or operated by the EU, but which must 

be integrated into the overall EU approach. Con-

sequently, the EU must be resolute in its commu-

nications. Language in the Compass can remain 

strategically ambiguous with regard to thresholds 

and the exact nature of responses, but it should be 

clear enough and, importantly, it must be backed 

up by real capabilities and a collective willingness 

to follow through.

All of the above is underlining the fact that the 

EU responses need to be horizontal in nature, 

across the dividing line between external and inter-

nal security and across policy sectors. Economic 

policy, technology policy and information policy all  

 

 

35 Russell, ‘EU sanctions: A key foreign and security policy instrument’.

have security policy implications. The EU needs 

an educated workforce that understands these 

connections and looks for integrated responses. 

Strategic culture will need to continue being built. 

When insufficient or overlapping competencies 

become an issue, the European Council should 

consider these questions from a holistic perspec-

tive and provide strategic guidance. 

In the same vein, the relationship between the 

member states and the EU must be further clar-

ified. The member states should see the possi-

bilities that the EU can bring in both enhancing 

resilience and supplementing the crisis response 

toolbox. They should insist on a deep relationship 

between the internal security and external secu-

rity policies. Consequently, the Strategic Compass 

should have a direct connection to the Security 

Union Strategy and its implementation, including 

in the context of resilience and setting the baseline 

requirements for the member states and institu-

tions alike. Finally, a window of opportunity exists 

in the EU-NATO relationship. Managing all of these 

interdependencies and taking a holistic, integrated 

approach to countering hybrid and other threats 

requires a clear articulation and a common view. 

The Strategic Compass could be the vehicle for 

achieving this objective.
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