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China in the grey zone
Although China is not the only actor using grey zone approaches to seek
geopolitical advantage, the long-term consequences of its efforts may be
the most disconcerting for the continuation of a liberal global order. – write
Kathleen H. Hicks, Joseph Federici, and Connor Akiyama from the
Center for Strategic and International Studies in Washington, D.C.
President Xi Jinping’s tenure has corresponded
with a more assertive Chinese foreign policy,
breaking from Deng Xiaoping’s admonition to “hide
your strength, bide your time, never take the lead”.
China’s national security efforts are intended to
advance several core objectives, which include
perpetuating the Communist Party’s rule,
maintaining domestic stability, sustaining
economic growth and development, defending
national sovereignty and territorial integrity,
securing China’s status as a great power, and
ultimately reacquiring regional pre-eminence.
Its actions, and the interactive effects of competition in the economic, military, and geopolitical
spheres, have increased tension between China
and the United States and its allies and partners in
the Asia-Pacific. Increasingly, China’s actions are
affecting security outside of the region, including
in Europe.
China’s growing military, economic, and
diplomatic power has been fuelled in part by traditional investments in its security and foreign
policy tools. At the same time, it is increasingly
reliant on malign tactics that skirt the distinction between conflict and peace. These grey zone
actions, also referred to as hybrid activity, malign
interference and influence, is defined in CSIS
report “By Other Means. Part I: Campaigning in the
Gray Zone” as follows: “An effort or series of efforts
intended to advance one’s security objectives at
the expense of a rival using means beyond those
associated with routine statecraft and below means
associated with direct military conflict between
rivals. In engaging in a gray zone approach, an actor
seeks to avoid crossing a threshold that results
in open war.”
Although China is not the only actor using
grey zone approaches to seek geopolitical

advantage, the long-term consequences of its
efforts may be the most disconcerting for the
continuation of a liberal global order. Its clearest
effort to undermine international law has been its
artificial construction and militarization of islands
in the South China Sea, which has helped shift the
balance of power in that region to the point where
the Commander of the US Indo-Pacific Command
has declared that “China is now capable of controlling the South China Sea in all scenarios short
of war with the United States”. These efforts are
significant but China’s grey zone toolkit is expansive and also includes the following:
•
•
•
•

information operations and disinformation,
political and economic coercion,
cyber and space operations, and
provocation by state-controlled forces.

The China hybrid challenge set
Information operations and disinformation
The threat posed by malign information operations
has received significant attention in the United
States and Europe. Concern typically centres on
Russia, which has proved itself an unabashedly
malicious actor in the disinformation space. China
has taken a less confrontational approach to date,
but its efforts are also targeting free societies.
For example, China’s Ministry of Education has
established Confucius Institutes throughout the
world. These non-profit organizations nominally
exist for language promotion and cultural awareness – traditional soft power purposes – but
some reports suggest that the presence of these
Institutes on university campuses has hampered
academic freedom around issues the Chinese
government sees as sensitive. There is also
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evidence of China using information operations to
stifle external criticism of the Chinese Communist
Party, such as from dissidents living abroad. Perhaps most concerning is the statement by the US
Director of National Intelligence that China, alongside Russia and Iran, engaged in influence operations to affect the 2018 US congressional election.
Political and economic coercion
China has sought to influence the domestic political affairs of foreign countries with more than just
information operations. In both Australia and New
Zealand, donors with ties to China have faced
credible accusations of buying access to politicians.
Such activities are often the work of members of
the United Front Work Department – an organization that is an arm of the Chinese Communist
Party. Similar efforts may also be underway in
Europe, where China is developing an expansive
network of political connections that transcend
European political party affiliations.
Undergirding the potential for Chinese
political influence is the dependency of countries and companies on the Chinese market and
Chinese investment. Evidence of the coercive
power of China’s economic tools is substantial.
Coercion against foreign companies seeking to do
business in China includes contractually-enforced
transfers of intellectual property, selective application of regulations, targeted customs inspections,
extralegal embargoes, and boycotts. Similarly,
President Xi Jinping’s signature Belt and Road Initiative (BRI) and Digital Silk Road initiative are a
cause for concern beyond Chinese shores. Some
even question whether the BRI’s “debt-trap diplomacy” might create opportunities for China to
introduce military forces or capabilities into their
acquired assets. Recent attention has focused on
the Digital Silk Road’s implications in the race for
5G. The US government and numerous experts
fear China will use networks installed by Chineseowned and government-controlled companies
like Huawei for intelligence purposes and political
coercion. Just as China cut off Japanese access to
rare earth metals during an unrelated 2010 maritime dispute, the Chinese government could seek
to punish or alter the policy of a hosting nation
by turning off its 5G access, even if briefly.
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Cyber and space operations
China’s cyber operations enable all of its other grey
zone activities. In addition to its use of cyberspace
to manipulate information, interfere and influence
foreign politics, as described above, China has
used denial of service attacks and breaches to
steal intellectual property from the US commercial
and military sectors. It is widely reported to be
the source of the 2013 hack of the US Office of
Personnel Management, providing it with access
to personal information for past and present civilian government personnel. Furthermore, Chinese
cyberattacks against US targets may be increasing
amid US-Chinese trade tensions.
China’s space programme likewise enables
grey zone activity. China is on a pathway to
developing a co-orbital anti-satellite weapon
and directed-energy technology, which, like
Chinese electronic attack options under development, can threaten the communications of
others and civilian sectors as well as military
assets. China has also conducted cyberattacks
against US satellites and the computers that
control them.
Provocation by state-controlled forces
The most prominent element of China’s grey
zone campaign is its effort to assert air and maritime claims, using a range of state-controlled
and proxy forces. For instance, Chinese air forces
have sought to enforce an Aircraft Defence Identification Zone in the East China Sea. China has
also changed flight patterns over the Taiwan Strait
without prior consultation with the Taipei leadership. At sea, China has harassed foreign vessels in
what it considers to be its territory, even expelling
some from unilaterally claimed waters. China also
blurs the lines between military and non-military
use, with state-controlled Coast Guard and the
People’s Armed Forces Maritime Militia (PAFMM)
augmenting the capabilities of its Navy. In March
2009, both the Chinese Navy and the Coast Guard
were involved in harassing and interfering with the
USS Impeccable as it lawfully attempted to conduct
undersea intelligence gathering in international
waters beyond China’s territorial sea. China’s
successful creation of artificial islands in the South
China Sea is a particularly noteworthy form of grey

zone coercion. Some of these locations are now
militarized, “complete with radar domes, shelters
for surface-to-air missiles and a runway long
enough for fighter jets”, allowing it to project power
across the South China Sea.

Resiliency and response
Democracies can seem uniquely vulnerable to
malign interference, influence, and grey zone
tactics: they have open societies and free markets,
and there are multiple levers of political and economic influence. China has perhaps the greatest
capacity and long-term capability to exploit
grey zone tactics to undermine liberal democratic systems in Europe and the United States.
This is not to dismiss the significant threat Russia currently poses, with its rejection of international law and embrace of malign influence operations. However, China’s power is on the rise while
Russia’s future is less promising; the United States

and Europe cannot allow concern about Russian
aggression to crowd out needed awareness and
responses to China’s coercion.
Despite the challenges democracies face
today, internally and externally, they have
proved to be incredibly resilient forms of government. One-man rule, as practised in China
and Russia, is brittle and vulnerable to violent
transitions. Western societies may be messy and
complicated, presenting a multitude of targets for
those who wish to mask their motives, but they
endure precisely because they avoid single points
of failure and because citizens want to protect their
freedoms. Adapting to the hybrid challenges
presented by authoritarian states like China will
require changes in the United States as well as
Europe, but it would be self-defeating to take
actions that fundamentally undermine the principles and norms that are our greatest sources
of strength.

Authors
Dr. Kathleen H. Hicks is Senior Vice President, Henry A. Kissinger Chair, and Director of the
International Security Program at the Center for Strategic and International Studies in Washington, D.C.
Joseph Federici is a Program Manager and Research Associate in the International Security Program.
Connor Akiyama is an intern with the Program. For more information on the CSIS’s Gray Zone Project,
visit csis.org/grayzone.
5

Literature
Asia Maritime Transparency Initiative, “China Island Tracker”, Center for Strategic and International
Studies, accessed June 28, 2019, https://amti.csis.org/island-tracker/china/#Spratly%20Islands.
Beech, Hannah, “China’s Sea Control Is a Done Deal, ‘Short of War With the U.S.’”, New York Times,
September 20, 2018, https://www.nytimes.com/2018/09/20/world/asia/south-china-sea-navy.html.
Chatzky, Andrew, “China’s Belt and Road Gets a Win in Italy”, Council on Foreign Relations, March 27,
2019, https://www.cfr.org/article/chinas-belt-and-road-gets-win-italy.
Cooper, Zack, “Understanding the Chinese Communist Party’s Approach to Cyber-Enabled Economic
Warfare” (Washington, D.C.: Foundation for Defense of Democracies, September 2018), pp. 25–31,
https://s3.us-east-2.amazonaws.com/defenddemocracy/uploads/documents/REPORT_China_CEEW.pdf.
Dalton, Melissa G., Kathleen H. Hicks, et al., By Other Means. Part II: Adapting to Compete in the Gray Zone,
(Washington, D.C.: Center for Strategic and International Studies, August 2019).
Defense Intelligence Agency, Challenges to Security in Space (Washington, D.C., 2019), pp. 20–21,
https://www.dia.mil/Portals/27/Documents/News/Military%20Power%20Publications/Space_Threat_
V14_020119_sm.pdf.
Goodman, Matthew P., “Predatory Economics and the China Challenge”, Center for Strategic and
International Studies, November 21, 2017, https://www.csis.org/analysis/predatory-economics-and-china-challenge.
Green, Michael, Kathleen Hicks, Zack Cooper, John Schaus, and Jake Douglas. Countering Coercion in
Maritime Asia (Washington, D.C.: Center for Strategic and International Studies, May 2017), pp. 4–10,
52–65. https://csis-prod.s3.amazonaws.com/s3fs-public/publication/170505_GreenM_CounteringCoercionAsia_Web.pdf?OnoJXfWb4A5gw_n6G.8azgEd8zRIM4wq.
Harold, Scott W., Martin C. Libicki, and Astrid Stuth Cevallos, “Getting to Yes with China in Cyberspace”,
Rand Corporation, 2016, pp. 37–44, https://www.rand.org/pubs/research_reports/RR1335.html.
Harrell, Peter, Elizabeth Rosenberg, and Edoardo Saravalle, “China’s Use of Coercive Economic Measures”, Center for New American Security, June 11, 2018, https://www.cnas.org/publications/reports/chinas-use-of-coercive-economic-measures.
Harrison, Todd, Kaitlyn Johnson, and Thomas G. Roberts, “Space Threat Assessment 2019”, Center for
Strategic and International Studies, April 4, 2019, pp. 11, 14–16, https://www.csis.org/analysis/
space-threat-assessment-2019.
Harshaw, Tobin, “Emperor Xi’s China Is Done Biding Its Time”, Bloomberg Opinion, March 3, 2018,
https://www.belfercenter.org/publication/emperor-xis-china-done-biding-its-time.
Hicks, Kathleen H., Alice Friend, et al., By Other Means. Part I: Campaigning in the Gray Zone (Washington,
D.C.: Center for Strategic and International Studies, July 2019), p. 4, https://csis-prod.s3.amazonaws.com/
s3fs-public/publication/Hicks_GrayZone_interior_v4_FULL_WEB.pdf.
Hicks, Kathleen H., Alice Friend, et al., By Other Means Part II: U.S. Priorities in the Gray Zone (Washington,
D.C.: Center for Strategic and International Studies, August 2019), https://csis-prod.s3.amazonaws.com/
s3fs-public/publication/Hicks_GrayZone_II_full_WEB_0.pdf.
Landay, Jonathan and Mark Hosenball, “Russia, China, Iran Sought to Influence U.S. 2018 Elections:
U.S. Spy Chief”, Reuters, December 21, 2018, https://www.reuters.com/article/us-usa-election-interference/russia-china-iran-sought-to-influence-u-s-2018-elections-u-s-spy-chief-idUSKCN1OK2FS.
6

Lewis, James Andrew, “Issue the Executive Order”, Center for Strategic and International Studies,
March 29, 2019, https://www.csis.org/analysis/issue-executive-order-0.
Martin, Peter and Alan Crawford, “Chinese Influence Digs Deep into Europe’s Political Landscape”,
Bloomberg, April 3, 2019. https://www.bloomberg.com/news/articles/2019-04-03/china-s-influence-digs-deep-into-europe-s-political-landscape.
Nakashima, Ellen, “Chinese breach data of 4 million federal workers”, Washington Post, June 4, 2015,
https://www.washingtonpost.com/world/national-security/chinese-hackers-breach-federal-governments-personnel-office/2015/06/04/889c0e52-0af7-11e5-95fd-d580f1c5d44e_story.html.
Nippert, Matt and Davis Fisher, “Revealed: China’s network of influence in New Zealand”, NZ Herald,
September 10, 2017, https://www.nzherald.co.nz/business/news/article.cfm?c_id=3&objectid=11924169.
O’Connor, Fred, “China Increases Attacks Against US companies as Trade War Looms”, Cybereason,
June 8, 2018, https://www.cybereason.com/blog/china-us-trade-war-cyberattack-increase.
Pacatte, William, “Be Afraid? Be Very Afraid? – Why the United States Needs a Counterstrategy to
China’s Belt and Road initiative”, Center for Strategic and International Studies, October 19, 2018,
https://defense360.csis.org/be-afraid-be-very-afraid-why-the-united-states-needs-a-counterstrategy-tochinas-belt-and-road-initiative/.
Porter, Catherine, “Chinese Dissidents Feel Heat of Beijing’s Wrath. Even in Canada”, New York Times,
April 1, 2019, https://www.nytimes.com/2019/04/01/world/canada/china-dissident-harassment-sheng-xue.html.
Reuters, “Taiwan calls China’s new aviation routes in Taiwan Strait irresponsible”, January 8, 2018,
https://www.reuters.com/article/us-china-taiwan-flights/taiwan-calls-chinas-new-aviation-routes-in-taiwan-strait-irresponsible-idUSKBN1EX0IE.
Schaus, John et al., “What Works: Countering Gray Zone Coercion”, Center for Strategic and International
Studies, July 2018, https://www.csis.org/analysis/what-works-countering-gray-zone-coercion.
Searight, Amy, “Chinese Influence Activities with U.S. Allies and Partners in Southeast Asia”, Center for
Strategic and International Studies, April 5, 2018, p. 4, https://csis-prod.s3.amazonaws.com/s3fs-public/
publication/180406_Hearing_Amy%20Searight_Written_Statement_April%205%202018.pdf?u6.PMk9Xjxi7ojAhLXImnv_OciYnjHE3y.
U.S. Department of Defense, Assessment on U.S. Defense Implications of China’s Expanding Global Access
(Washington, D.C., 2018), pp. 12–13, https://media.defense.gov/2019/Jan/14/2002079292/-1/-1/1/EXPANDING-GLOBAL-ACCESS-REPORT-FINAL.PDF.
U.S. Library of Congress, Congressional Research Service, China’s Air Defense Identification Zone (ADIZ),
by Ian Rinehart and Bart Elias, R43894, (2015), https://fas.org/sgp/crs/row/R43894.pdf.
U.S. Library of Congress, Congressional Research Service, China’s Actions in South and East China Seas:
Implications for U.S. Interests – Background and Issues for Congress, by Ronald O’Rourke, R42784, (2019),
p. 14, https://fas.org/sgp/crs/row/R42784.pdf.
U.S. Library of Congress, Congressional Research Service, Confucius Institutes in the United States:
Selected Issues, by Thomas Lum, (2019), https://fas.org/sgp/crs/row/IF11180.pdf.
U.S. Library of Congress, Congressional Research Service, Information warfare: Issues for Congress,
by Catherine Theohary, R45142 (2018), pp. 11–12, https://fas.org/sgp/crs/natsec/R45142.pdf.
7

Hybrid CoE

